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Robert Guerra 3 The Citizen Lab ^j-o JSU j^Ip- j&Jb 



.OMIojMI <Xj^d$m2s>$ OliLJI 

jja J*a£)l eslJjfcL ills dUJ5 J^j .isoU 4il*J Ojljj^ S^J^ JsIoj ^-03^ J-eaiUI 



** *• 



J5 t^jj jL&l oLwjU-o jl S] c^J Jdb JJjJI I Jo* Ol jS jj J^il 03ft SjJUJI jl Ml 

** ** ^ ***** 

I j^j (^Lszj M ! ^3-1 **_9 jHo L-jLuj>J 4JUz-Qj Lo J5 jjk**J CjL^jOjJ db3^L^ (J 

** ** 



U>jr^3 0-^1 3 OMIojMI ^oU 5 juJ\ OUiSL* dJb JiJJ jl JJii> IjJ .i^$*a3jl J* 

I jafc jrJzj . 4jLaixagtl) 1 OL^GjJl3 S^j-b 4Jua^l3 OLu3jr^a)l Jlo QilLkJI LjLlXXJJjJLj U3J3X 3I 

9^90 jLill jl^-3 LJ^jtf L1U3 QuiLol Jio i^o^j Ol 3^1 ^1 J3-JL*J iuLS J3L0 J-oiJI 

ij i^-3j%LU CjLcxajJI »jt9ju?bU Cj133^- (j-03 4ic*3JI OLj>w0jJI ^$3^ lj^LpJI 4jU^>J 

Ml cOlajJ^llI 0 Jjfc Jit io ^ j^S^I 4lsz, u kj 3A3 03JJ3 Ja^alil flJii J^so J.o.Q.11 Ijjfc 




oIojj^j dl5 ^> i>&>U 0IS3JJ oL^o jJI flai*iJ IJlS o 

^.uJ jJaj ^1)^3 <^J3tlu*XI jil 3I 43 ^5z-o J3C) I ^3wlc l^lSL^ OU^ jj C>L*>3jruaJI 

<5 jSIJJI OljjJo3 <1i^oJl4I3 4j j-tl (j^l jB)J\ Jio Jo5L;3 3I iljU- oLc^o OlaLo Jl Lfriujaj 

.JajLw^JI 3 OUUI dJ3 JL5i3b >T Jl ^Ui3 ^ Jiirs JbJb 3 
OL^o jJI ^ diii^ ^^l il^jJJ J^U JiAiS "O^jaAJI" ^Ik^Lo ^Ij^^iwl y2> joUJI 

^LAaS ^3 L^llPtJ iaJbJI J ^l3j\ll dll) jl Ml .Usjr^ 3 8^)3^ iL»a^l3 jl^^' 



0 



(JL JjUL$) L^l^u*J l-JK?.'i COjJlpJI L^tul yJl 5^0 4u-Olo jb ijjLptlJI OL^jruill 

•* * * ** *+ ** 

tj^J^uJb Lib CDjXI OL^ojJI .J^xJI ^ L^jl9 SjiS J^J 

Olajj5zj OL>J>£>u jj*»-oJdj Cupu J^3^io 4xJ3tl**J *i>^l OL*>3juiJI ^Lio <jl (j-o jSU O 
^ oJjJl^- £j3^ jQ^'S i L5UUj L^-J^o 3I bb^y>3 dl£^L>3 L>J3^ ^if^l ^L^- 0 ^' 

.bj3^ CJitf^l Oli>>xxJI OLjJ^u LoLaJj l^Uo JJjJI 
d-odi^l OJafc CjLco-*4J cjiilio .CjJlc-3 jj Ola»3j\A)l J>Lxo <3 J^tl jacoJI 4jLii3 Jjz3 O 



****** »♦ ** ** %* * • 

J-y-oj U5 3SL<£J I oULJi) j^c- obbJI oLosjJ jojxoj as U5 cOl^l^^JI <3 l^Jboj i y^e 



j-o \.YX ^uiJI glib .l^JLis gLo 3 L^UjSI J33 ^3JlsJI 5 jlax«JJ <0js*3 C^lll 



. AjlSXI oa^UJI" q& JJ>o-U C^lsl AlJ^tltal 

U J5 Cuogt9 j <^U>I ja^tAJI C^Lv.s 3 cpllaiJI j3-|juo J5 CcLol jl dUi Jlsj .I^Lo^Lj ^ 



9 . 3 



jo^tiJI i^Ji>3 Col5 jl ^1 4^3] l^o-o-ij IqI^q^ dLbz3 4.09 j-o ^tis O^jl j}3 .dLLo-c jjq 



M il dJi I^UgtL; jl ^ftiwl j3 j-ojo *^JIdI3 tCjlii j-o5 4jJlcAiiJI oLiUI JL»jl 4^t3 O 
Iftlno^ OUJ5 ^JLsw 4iLu3 ^3 iJLo J\ hbSJ i>L> ^35 V O^UJI ^K^.n (3 431 U5 .4J 

\ ** * ** * **•»*•* 

.rtf Jio iLoT 4iLco J dUi ^3^J^ Ojjixol JI3 

jl (j-o jS\3 iJtQ^ls* OljX-i 3I 4^oJwil 3I 4j jXI j^I j^^II Jio c4J3-oj?uo JajLi»3 J-03 J-*S O 
K'-**'3JI (ja^t9l 3I J-cxsi) ^£-U ja^UJI 4aJi3 JI3 iuJ^ 43)3 J-o-sa OLo3j^o)I liL^o 



V 



icLo^II Ol JMii^b 8 ^piLo ^1 Jl LoliJj Jiii3 Ob^^j jIjjjJI 

.^uii ^J^- <yJu*iA ^^ils jbulJ^U L^s^ ^3 ci^i93lJI J^>- Jl L^jUa)]3 



ft 3^ 5 



0^l3^b 41iOi>) .Loj^ 3I US jkcxaJ 3 4J3^L> J 1^3 IS ^5j^ l^L»Al3 Jslill 

L5 tl^j iiis j-o O^Lv-ttoo CjIS Io3j_c- 3I 3JwUS ^bUi-o 3I ULloj^q 3I t4uj^o jj ObU-Cs J5Li jj 

j3lsbJI j^odpeLuxXI L^J^Ll>3 4jjL?c2II oL^ojJJ 4JLJLuij| ^Isj^l oIjJ^a J ^aJ 

J ft 

.Oj-a-wij L 13^-bzj jl J3»2) 
<oLaU filial)! <J dJo^n^cil ObLJI j^o JJ Ijl jvbl 3S-uiJ| uLm jJI J5 

1 3 jil^l 1^^)3^-33 4io3-JI OLpwsjJI j05zj .CjISL*JJI3 <w4,cwl3Jx)l clfi] ^U- LLu juDI 3I 
L^sl Atfl L-o 4,cgtkaJI 5 jkJI j-q 4ouo!3 L^ol ^1 J3S0 l^lcl jl ^1] <f J3t-7,»lo H 

JL0O3 4,Jfll)l OjL^Xl (^U- jbbj^5 3I ObLc-j5 ^L«aJ 41laoJI OL?cjojJI joxj .^Jlc<1«U,I j-o jo5 
^JoJb LLo^- jl jv^^l J3^> i^Lw JjLufj jwJ3 J^-o jl 2^°3 <jLSJl OLpwajJI j^tlLL 

453LUI i5L*iJl3 io^bJI ajl^l J^Ui*ob iuol y>| JU^I (j ^Jlpu^I as l^so jl ^1 <ijLxU 

.IftJ aS*0£lII ^JLoJ jmJI OWS ^ 3I gSl^tl ^ULa.13 OlS^JJI io^L^ oj>>^) 

o^jJ^o jr^c- v^qSUo^JI 4_Lol5 OL^ojj 3-^ Lib ^L-Lso L03 .0Jc*j»- QiiLui CjL*»3ji\S CjI^L^q ^?"3J 

cJjb ^j-o .(lAISLo j& .Kfc.***-; y>b l^AjUgj J5b L^ljciu-^l Xol o-o ^^SL^ 3I) ^Lajjj^o V3 oxs 
4-5^3 4aIj3^I ^ ^ ^Dl (Avast) [r]C^lll3 c[V]AVG3 t [\]Avira 4j*2X L OL^ jJI 




J-°^ ^4?"'3 3^3 ClamWin 3^ - jvUaXI ^310-03 JL^-o - oLo3j^3 ^Lio dUJ5 0^33 
ciobzJI 3IP- itfip- ClamAV y*}\ oL-3jrviJI ^b^o S J3^3 lL^^JI ^Uoj J 

j] ))\ — hM*J\ J JULLJI jflpiflJI Jio .IftJI jlSJ jVI ^ O^jjiJI OblAo ^ 

JJ-t Ju-i) 3^9 I04J3 t i3o*'i3 J ^'j^ tj^xi-c^o jjjio j"u<«'3 4,Lv,4uJ jl5Lo| ^yb 
CJjG^I ^ybliLo ^3 ^^Lc- JbJI 3^ Llio t^LS CjLpoq Ccoiao <Lc>Mo dU Cc^J 03-^b^ j<a^9 

********** ** 

.J-O-SzJI 3I ^LujJl4I cctu 1 (^1^- 3I 



1 



|Jl& cjiUI jlisl J X jj Jasz-oj jl5^JI Ojib JjM^I L©3^ l^-^ dUo LoJJ^3 <<vzj 

Jjlo J3S0 J3 cl y>\ ^1 Slo3 ^vXc- j-o-^oj 



d_Oc*lo ^Jlc^IoJ j! 3I C-JjSLwllb*- Jhv'i jl dLSLo^ JllSpjiO ^Oi^LuJ Cu5 jl .1&>J3>> 



jj^LiuS] CJ>i^l ^aixi^J GiS IS) 3 .OlijjS^ ^ J&lAj ^1 q&sxri Cujixujgj Jio 

.^iSo U £3 y 3I 



** ** ****** ******* 



^\lab j\ 9I Aiu*^ GL*ajO\ j<-J \^)"j>iau»\ djte 0\grjua.".U £3 lfr***da2 £ 



i^jUJI 3 4SwiJI ^ io^UUI OliUI Olisjo oys. si ^JJI J 5 ^l ^l3jJ! h± jlill jliA 

^■^a-^I OljLJI JoJ^-Ji iiSLJJI uj3^LpJI jiix> ^ ^cjdJ sLolvii^ul jlSLo^lLa IjJ .L^JI 

jrvi Cj^Laj^l (j-o ^UaJI 4jUj>- jl ^^jjJI ^ .it^lLo jroLsd Lfl33 olcol ^1 (j J3jib l^J 

■Lsl y> jl ^11 cnlijSlI ujUakO>dl5 (jiajJooil OUj?ui> cjjJ ^La> ysl 4SL-iJI j-o oij^l L^s to^i- j_LI 



jlj ^-Is^ Jai- j3^j i)UJJ ^bfc ^ol dUi5 3A d5L«iJI Jl 03^.UJI j^ Oj^Lail O^Laj^ll 

Jl ^IkJI j^ 1^15^ ioli- oULo ^1 JLojl j^ f IkJI Jl el l.....:; ^1 di^3JI 0U--0 jJI ^lI 

i_9 jis ^JLai 03^iLpJI3 dSUjJI CjjI^a J^iiiLuil 3I t\Sy*\ ^3JlszJ i^Lflj jCuj 3I <d^?-jL?- 

L^-ljj>-] iis^j^l CjLpc-ojJI (j^- J3bo (^^iJI ObL-JI 43 ^52-0 ^ft-LI j-o 103^3 cJSLi ^L) jj>-T 



.^IkJI j-o 



jl yjJI Slcobl ^j3-j^LI 4^lJ as 3I «45LjJI ^ILojI ^Joj ^1 Ij-j Uj^ j^^I dli 

.^U,l 3I ^-U-uJU e^LLI 




.i) )Lco q.4cO 



OL>3j^aJI j^ijuj US j^uj as 3I tS^^^b 4L^>I J 4iI^aio iv^aJxiJI oL^wojJI J3S0 ji 
4,cucucp-jJI oL^ojJI tjasu jl U5 .4jUU dLL> 4icx3JI oLpwsjJI ^3-0 iul^ls IJJ t( j|jL>jJl3 




1 , 



JbJI 3J55 Uiio3 .oL-3jAiJI oLoa L^buj ^1 iLLuitl 4i^3JI uL^ jJ\ ^ *Jl^SJI ^ 

.bj3«2) (joplAJI fcl j^"]3 4i*^3JI OLp-wOjJI OIAj jxj CoJ^po I Jcp- ^Xl (j-^ OL*i3j^AJI ^Uxo 



A 



dtiliL>3 dbo^lp- IJj5>3 <433 jvu-o 3I 41o ^iLo iLobJI ipt**cL)l CJlS jj CJjoVI ys- 

oLp&ojJI CcOS^j jj Jp- jj>- 0IS3I (J (^"LLo jSLio dLLo-C- J Jaso <J Oo-*a^> 03 US c jJol3t>JJ 



4* ** 



.6lPt9 J-osJI j£- 



^bL*-o Jl diloJalo jfb^^ JS3 <oULa5JI ^.hv^ <3 l^ls ^y*-* 4-w^>3-U oL^*-ojJI ^Ij3cl*ul 
cL^3^U-|3 oLu^^XI (jo^ljj uj?ui Jj ^3-^3 ^LisJl Oj^Lo.03 oLoljiJI ju Lo £3ljo iu^ls 
0I4P-3J3 CjL*jL*o L^S ^"3^ J3JJI <3 4JMi£l*J SftLu] OLLiLaJI ^U- J^uJ J^ils 3^3 



, J13Z-Q JIp-wO £ iULsJI dl) 3I cjji^l RAiPctl oUiaLl ioUfcO 

LjLl^ojjJI ^ ^ y^>3 <oLpogjJI ^jU- iDLk? JI50I (jjLoij j£. Jj^Aj J^>3J c-ii^JI j^ar*J 

Lo3^>3 <L$p-IipJ ^1 4jjL?dJI oLjsajJI JS3 JjIjj L^i jil^ i^lil <6j^JJ Olx^o^l^ diiboll 

L^gj^j 3 <ojLLU3 $)LJ\ Ljallg^a j-o OU-laloj ^1 jSl L^AJ^j 3 [^m^qj o^pJI oLpoojJI 

4j jULU 3 ,Ol j^jJI Ol jLU Ifl^J iJSJI ioJUl jjJij 3 al J&\ <J¥l I4J djuio iJ 5 U5 ^jlLo 

ijjUtlJI OLc^ojJI Ol5 j%i jl U5 <Jb olS jr^C- OCj^pJI O-cP- j^o oLplajJI ju l^JLo 

.c^p- jai* l&p-LLij 3' L^iU^I (J L^-o j^oi*uj Lo LiL^I 



tjJcO-tl ip-3ljLo L^iy <5^pJI OLpuajJI jl 3^ - ^Jo)b J3-ojUz-o 4J3 - UIp- JjLoJI ^1 jJI 

5 jpJI ^jjJ j^o j$] side)) jSU 3 jilAito dJi 3 cijLpdl uL^i jJI j^> liol >5I 

£Lk£> U^s 3 .ocU5 JSLio ^iUuSI Jlilb^ djj^aoll Ln^f^I ^ilLifl ianill 

t-fl..t..^.gj jl J-^-^-dl ^Ikd L 

jl 3 cic^S^I ^wol jJI ^ 3I cCJ jG^II OLo j V? at ft Jlo <OUx*kJI J 3 jpJI J5I jJI 

(-ill OUtiiH 9 CjLp-0 rJI Oli Jc^JlPu-uaJ ^ cMoj ^ J-<^JI dLsZ-aJ OJ J 



l^j] (J]3 ci^litl SojwXsJI JjIjJI qj* L^jj^I ^Jdl 5 ^>JI OL^ jJI Jl jUiij jl 



OUaxA^illl 3 OIjLJI JlHs ijutci- 3I jo I jS^I d*^JI 3I db3^l^ Ol^lj^l jr^sy J3^ 

L^JJd 3I 3IJ3J3I Ji>3 [0]4x5UJI OL50J3III £Js>y ijd J=i>6 0j3^? Jjy3 &Jzu ^Ui 3 ciJLpJI 



** 1 ** ** S * ** 



4-13-130-1,1 l£jlj3$Lo j050 I^J^j jl ^3lc*iol j-03 tOJai52^o3 OjruS 4o-^JJj1> oU-ljol oLpujjJI 
dLL) j052j jl ^yfcxJI j-03 t^a-ooiidl (J 03x^3 Jlins-I CJoJlszJI Life JuAIj 3 l^A^&J^J J^>l j-03 



4jLjISLo| jl ilj cLjjIj |j)Jl^ j-ooilj J3JJ3 oi^^S^o JjL&£i\ ^Uoj ^>o 41)JlpJI ol jIJlO^II 
Lil9 III clJuJLo d\sux* ^ JJI jlSJl jjJUL) Ij^uJ juJ 4o|jiPtl«*| jl U5 Oj^j 4jjULo C^3Jc^ 

.[l]3^3-035 jUI jIJlp- 3^ Uibxi ^jJo 



3^3^^ J^^T : Jt^ 




3 4jj3j<i)I OL^jJ^ i^3-^ iol^JI JU^SlI <3 d^a a3eliu3 ^5 JJI o^l^JI (J L^m^Ij ^ O 
oLa^-qjJI J5 J3I3 <L£o3 ^33^3^ J^Lo-o j-o L^-oij (^l)l oLa^o^JI dllj olco jl j-o j5L>3 

03-aiLpJI Jigtl-tttJ (J3>^"^ 0I3 

03JJ3 L^i U JsJzJjJl qJoj J5 J lip- _ju*J IJjfe ; Moi-Lo IjLuj> £J^uUua JS3 ^A5l9 dU-o 

jl iciiij Sj^p- 4jjJ j^ j*2*J .dLLo-sJ 4jj3j<-JI >c-3 I^q JigtlmJ ^1 (^,1)1 jg^Jg uiLo^i. JJof- O 

.JLP-I3 jL^p" i3 U^i-o ^?°_> A 3' 1^-***-° 3I Lq^3-o 

j^bLpJI L1IS3 ^3 1^1 JLP-J0J3 L^*oIj U OSlz - L^5zJo ^3^ iuo-pctl - ^jLp-jJI oLp-wOjJI 

L^-Lioo 3I djjB (JLuLaj ^Sj JSLi (3 oLj^I O3S0 Lo o^U- 3 cl§i£ »ilwUu 3 ip-^jJI ilLol oLj] 

3I ^3-**J-LI oLcPt^jJI .CJjfo^ll ^jLoJI ^3$*€ JLoj^ILj ^Lazij IfrwagJ oi!a2j U5 tL-oSj 
43li3SLo <to<\&6 j-C- gJHo^a< J3J03 J^&l) I ^Uii3 3I l^Ajlbj j-o Lo5U Jlaazj J3 4Lo jiU, 




CjIS jJJI jj5l ^ ijbcdl uUo jJI I jj*> ^Jao .SjjLipJI iJjUio CjL^jJj cl^J^Uiw 



£9 C 

1 * »* ** ** 



■ CJjjl 3! LjLcol (^lll Utfllb^J^ 4S3j-52-LI LJfrAgJIj (^ylJl 

LjUUj L^jU^SLo CilijJiptj i^uqJG 3 Jjjl!>3 jjUiJ^! uAjlii3 1$j J^"3J ibJ^JI JxszJlill aJoj 

.Auto Update JUiiJI duJr*zJI iflJ->$)l dij ^ 33003^3 .4S^iJI ^ 



[ ^ ] http:/ / www.avira.com 

[V] http://free.avg.com 

[ Y] http: / / ar.security.ngoinabox.org/ avast 

[ i ] http: / / ar.security.ngoinabox.org/ comodofirewall 

[0] http:/ / www.ubuntu.com 




font jiLs-Vi iUeJi .r 



c c «. 4 ft «. 

CjIjLJI jl 3I <Lb j-C- 3I ljuox- a-*nc-l 3I j^>3-^ 3I (J3 <JJiB OS lj^IcJI JlcxL) I03J ^ct^alS 

SjjJUl ^0^3 OliLJI £-Lo J 4jL^JI J i^gff jl ^jSU; l$JS ioS^tl j^c- olj^Sfl 3I Jil^lj 

dij Jio jlSl uU»l dwliw 




fit ^ 
ULt 03y&&> <^ dJJJ i?^3 cU>^llt3 l^ilSLt ^oJbl j-o 5wL)vX£ OUiaLo JIoj 

;43 jv*JI ^l>^3tl> JajLo33 ^y_*ol3i> i)U-pJ 4ls*3 ^■^.clg- (^^suJiJ lS^' L° ^uilj 4-*oL*o J] 

0I3JI <Js~ iLcLo JUsI OloJa'cU ^ jru5 ^jJ <Mlx*3 .^3^1 ibfc^D 3^ ^v-ol Ik JJ3IX) 



dlki Cc5*i*o ^1 ^JU-LI ^os- Jl 134^-0 ^ jl ^iSJ <4j*i^xo 03I3J L^jjJ J3S0 033 L^JlSLo 

.S^J^o JJaj ^jIjLj jl9 L^Lo 4jjJ ^3 JlA9^ll 



ft ft 



jJlcJI ^^I^JI dljIjL^I ills Jl l^-o-oij jl 3I cdLlSLo J3^j jpu dU cULL> dl3lju> ^f^J 

.i^j&U ril lOqj t ji\ ic 3-^11 iJj>IjIU jiMU ljIqj^II tiS" ,v*b i^i5 5 



;t r *lSU 5 l J] I^JJ Jl Jo3 j'ijJlj J3I0UJI ^yi'Ja JLoliul iSklo cUil J3U- O 



J-oA) f i^jUJI jljj^pJI (^jU- 1J4A-J3 e-*iSU>l Jj>li jL) lj^-wLpJI 4^-c«i J-jl^ ^ 

djz**>$j> j3$Lcu» ^j^^" ^Uj (J| 4lSL^ ^JJI (3>34>l .4lo^o CjL}Ij3- 3! O ji- (J 

t>° LSljf^l o- 0 4^L£ 3I 4JI CjLjLJI Jjii L^iSL^ ftiin ljLudjj 3] Cualj £jj 



j IfrUmk) giSiiuipi JUaiJjl nhni a^I j^aS lj£jL,il ioj-ls- dSL<i dj jJ ColS jl O 



iUJ5 jr^ 3 cl^lAs 3 WEP 3] WPA Jio <d^dl Ol jU- jl^l Obi j^I J 

3ivXc-wo dSLJJb J-*a£> i^l i^*-l*uI3p-JI CJl5 j|3 5 bj-frw 3I Lc-3^1 <4J3.fl.-g-0 5_jv9 J5 j«J 
C^La3l J^Sj it C^o JJ^MJI JLoj^I 4iaii3 iaxo ^>5^ci ULw> I j$S jJt£ )} 3 ULuco 

ills c3 (MAC address) Huugll iLaill ^ jiSaKI (jjglic 0I33 3j^\tl t>o ^53^ 

JsLidb dj ^.o.»o J=uc^o ^3 joc^i ^1 jl9 i£l«.U)l OlSLjJI ilU djl iic^ -^J^^ 

.U^jiLs J3S0 jl jSU iLSLL-^UI SjUyi 
L^Ic- ^3^^2-41 4Ji^^Lo ^jUI {Js- Ccajo c4jLso tw4-.cwl3.pJI oLiLi 4^-33 jl c o 

JISL03 ^13^^13 J3I3-JI ^0)3-0 jLiccpJI (J J3"3J jl \X& {j^szj ^iSLLI (J tOlilo (j-o 
Ccosj 1 ^1)^3 cL^I9 JL^SI C)S>~€ 4ptI9 J^>3J ^-cccol3gJI ^^Lo ^Jns-Q (3 o 

3! Iq^.^I^ (J-a u-i-cwl3^JI (JJii t j-o ^ j^^XI j^i ^J-l> tj5Lol tj| ^jLo^tl J_iAj^Lu» O 

•^3Q"'Q L^3Lq3"| 3 L4L0-P- j5L^ 5>s-»aJI ^.c^l^gJI 4JL> (J pIa> IJjb cL^IS 

****** * •* 1 



6J^f i***U^ g^3S (<ba\y O^JjJ^3\ i^>-\3i 0 ^Jx-^ ^*ojo J^- J^-y^ ^ 4i\ : gigj 

2uuUm> ^03) LoJof' : ioU- d^^u dUb ^SJ ,*LftiaLB JS J,\ JJiI^u o\ v^a^j 

,\^jaj^J>3 v-flv.riU o^ 1 ^ ^3UjS\3 py-o^ JarJ\ dio dk^-^A dJ 



(^SL^ Ob 31**00 Owic- ^-wiij e^-^ 4jfth;.U Iqq?-!^ ^-.qvvqN ^^13^3 jl^b^il ^Jio j^lc. 
cOU5La)l 3 c^jJiiJI jjjJI J-o-*iJ dJS ili^l .I4J icioS 3 ioj^uXI JL^I 0)519 O 



4-oaXI CjULJI (V>\io 4-jL5 



4)3^4,1 



(33JLLO (j 3I <C«JI ^3 3I <i>_uSm £ \3j3> j3$o J3 .elb OU3ISXI CjIjs^ Kq.» j5UI O 



** M *• 



^^o-sJI (j-o U3^J ^3 ilLpJI (J3 tCJjfo^l (^Iff- Lo ^03-Q ^3 3' CjMo^XI 

.Olo3ls2^iJ ^5^U)I ^-03^1 ^J^5U 
ja5a jl Ji^y dUJ5 .ioili^o O ^l.u^ J JjJl^j J-o >5I U^J^Ij OS io3l52^l jl 

<j-oT jlSLo (J ^J^Li^^l Jii^JI Jio <4_>:>IU 3 iooi jJI Obj^ill 4^1 9-0 (j wUij ji oL.jU-1,1 

H M ** ** ** ** *» ** 

joxj jl ^1 cO^jr^flJlS d^i ^Jl >li^l ^ djI^JJ dJ 35 3 O jl^SJl dJl^ J Juflj J3 ^ JJI 



*• »* 



ijLl*o^b ^^yu^ j3-b dllcJL^- yzS (J 3I 3 Lio*^ ^ij^ jl Lo J^ilij loJul£ 

.iL^j l^U^J ^^aJ ^1 Ol3LJI jl ^>0 cg$\X\ jL% Oljl ^ J3d5 dl3l9 ^CO 

„ ** ** ** 

.11^5 jl jS SUol xs. L^i j^iill ^,5^ ^1 dlL^I hs.^ 

UJio3 cOJ^lofl lj I aj -unil I ^ ioljii 4i3 dLaco OLo3is^ Jx- J3-^>JI J3Jojj ^jJI dLl)3l JSLio 
Ijjfc JjfcUo IkpJI ^>o 4jL9 cdbULu ^J^l) ^5 JJI J^3JI jiaiJI 3^ Ijjfc jL c >la)l IkiJI ^>o 3A 



.>3JI 

cdJLJI Ol^l is^ll 3 OlixL^ill .^^Ul ^1 j^- JJi3 l^Lib jSU OUI ^=-1 OJ^ J^y 

t^^Lij U djdc cLJI jSL^ U.L.I J5L«iJ c^^SLLI ^ U5 Jjj-LI Js- L^Jasw 1^13 



CiAJj Cccco l^iLclyj 3I 1^52-03 ^^Lais io^Lo 5tal 3I J3-o^*-o ljo^uIp- dbjJ jlS j] O 

J3^o J3 bL^-l .OL3lsiib 41lIq iJ-o 43I3-0 L^9 ^Ji 3I dijj ^Lito- jl dLLo ObLo 

M (J oo^UJI J-o^>3 <ioUJI ^LoStl il5xy^dl 034^1 floi*LJ ^:>Ldj io_\^JI 

ao^bJI aliai) i$^lo also I 

oLjjjjJI Ij^ M ci^L*jJI 4i)b o-^J^JI jl9 <Li3^S3^l 034^1 3-0 ju$ Jio 
.J^ISUI al^l 3] iJbJI i>3^ >JI V3 jLJJI M3 c4i >iU 5 jl Ol^p M3 c(j^l jLJI J 

: JLdl *Jl ^kbktl dlJ 3-0 J^iJI dtaLLc 3 d^b> 4jU*J 
<b;>L oo^WI ^ihj jl 3^ 4sLDI ObLkajl 3 cjLxJI oi>jj Jio io^^SJI oMSL*UI o 

jvhj 3I c^tJc- 4^3^^! ObLJI 4_oLlo i^Loll jo jiiJI -Ssl^ o j3u jl l^lSLs Ob Jj villi 

.oo^UJI ^| io3>5J^I 0133^1 

jlS jl (UPS: unintteruptable power supply) yhoipll jxc jLill pLtM ^J3tiu.l 0 

.U>3l d3jjJU 

jLdl oLl^ ^ J3^ls UiSLo 3I ^jMo jr^- ^.Kq;U j^c- jLill j^Lxo jlS" jl o 

.jLill ObjjJj qjz ijLsc- JB3I) L^SJ Jsl <^k.*.o\^k}\ 4A$sxi 

Ota cb^SJl ^LcLo f Ij3-JLJ J.oij cL&JI iLo| JLoj] io^SJl 45L*£JI o 

^.Kq; U j^i- jUiJI j<2>lo^3 jLjJI oli*iLo3 cljj^SJI L> **jliLo <4-uc^LI ^ ^Sj^^l ^-^'3-^' 3 



U5 L^j 4Lal4l 334^^1 Ul\j5 J3 Jj ^-4*^3 icxf-j^ C4-4U.J lj j%i jJlOJ3 jI^j 3I 4)3^*0 




ojLu-uo 3-o bbjr^c- 3I LAu^lll Sj^-I 3I O iatAX 1 3 ^9lJ^I OjS C.4^a>l^gJI ^-^3 M O 



OliLJI Jl SlaJb dU jl JaS dLJzJj dip ^ ioJ5 v^Hi ^3-^ jl t> ^ O 

CJjfc J-cg-ili (j5L^ J3JJ3 (J .JSLi Lo3^ff- 4-oIj3-JLwI 3I OLe^o y v-cuAl3 3I 4^9 dj)3tU 



,"t^iaa^3 4J39 Jvu OUi5 2-^3" :V J-«^9 c3 ^3-°3-° 3^ ^3^ <iolS -j^J 
M iIaapu lj^oiIpJI .Ja^> I4L0 t^^UI Cs- 0 ^' (BIOS) 03^oL?JI ^9±j ;J Ota I dp I J^>>> O 



jl J-*3 4SjJ3J 3I ^J3^LpJI (jU- jK OLcxajJ J^aA3 ^-00 Ijjb 3- 0 ^9d^Jl3 ^I^-oJlC^cJ 



^SBJl Jl^o jl J^o /jJ .4) oiaptil jUMI uLL ^uh?) J^A7>I ^UiJ ho JA\ ^3 
^3^-^ ^ o*'3t^ Otalwip] (^U- 4J39 4-oJ5 j^ 3 -* ^Lp-jLpJI oMi-*iU>l 3-° 

4uJ] jLaJJ J.^oqII ^3 ^3j^°° 3^ 



ft < 



i^U- 4Js>3AowO j^uJI OUi5 ^3b>JI O.l.U 3-0 SwUi^-^JI dlit*u3 J3S0 ^11 jjJI9 dJLc- 

.bfcjji- M3 

J-ojsj 3J IJjfc jl ^] i L ^uLatl 4^3) (J dsl>JI ^3^*1 JJ Kv.o-) ds- jmj j$<1^>$ (J 

tiJU- £3 jOIa 3JI5 U5 ljLujJI ^s- 4-oJ5 0^03 Oj5 j] ))\ 

:i JjoB ^JLb .v-^iSLtl ^| ^S>-^l 6J>?^I ii5L;33 IpJ I (| Hjjottl i*oLuj?JI ObLJI jar o 



OljiSlI Jl 0^1^)3 £5*03X1 IJjb 3^ J^LaiJI 3-0 Juyi "4^-LcpJI OliLJI Jii^ 



>5 



.4j 




ObL) l^I i^5>^^l ^34?-^l 3I J^APttl OjL^JI 3I JoAotil db^l^ 3-c IjjI JAij M O 
3L0I 4.L«lcu ^|j^i*ol .^U- 3^° ij 3I ^3dii (j 3I l^iL«-o Cu5 31 i^L^- ti*vL**z> 

jS ^\sk^\ ^Lo J3jtu5 ^-bo 3jjJI j^3^iJJI l^l&LuJ Lo O^b OLi>3JI J3L0 OIS3I 3' 

.L^i 4J 3^£uo J3IXJ 3I ^ lj^I OlSs^l (J ij^LlqJI 



? abuJl J\st£>U jjJ3 N) 2S>«-o jmjVaa 3 : gig! 



1^^141 jry 5 ^' £u>La> g^?3 

^1 Ol^kiJI £ jr6Lidl eLU iaJaltl l^'>> (j^ 1 ^9*3 o' ^ 

****** ** \ 

dJLo^JI .<L>£&a 4jJjuai3 jbal iLuL^u Lt^-* •j5^U>I jlo^l bfcSLpol (j^ccwu 

ills aSJjJI ^ jl L7 i«j ,3 ft h;U J| ajieJI ^151) s <£l5iL>J 3 ^ jN 

** ** ** ft * 



^iLj^JI ^ujxl) CjL^Ij^S^I3 411*^1 gApLAj U5 .&>IpJI JlLc- bfcfrflJajji Lft3.xyft.fl-; 3 iilJ^JI 

: e93jJall cJbJI JS 3! <S«i»lU jU^II (5j£*3 ^ -j' 

uu£JU jj aj>l3i)Lj <t! ^4*0 c^olatl 3 jIjj^II o}#?\ qj^cS cc-aiSUI aIj£&J iwL^ O 

m [fy3 Js>\yJ\ JI33JI Js^ j^lapJJ C-jSLU J^Lo JljJlpo iu.L** O 

.iaUl ^sL^I 3 3L*JLaiLI plSjVl L^s U Sj^^l 3 olj^tb I o 

: 4JI1JI CAILpJJ fcj^ CiWj^l O 

*♦ 

^ Jjy> J^3J .yLLI ^jL^ t^lll iJsLls^l Olii3Apdl ^ OU^J^dl ^-L^JL^I ^UOaS' 0 



*• ** 



Cjlo3m,l3 OUI y^^3 CjLjL«JI ^3 qaS&J [^i>Js^3^ L>j3^ jU^II qluUxu is^l t-^o 



rr 



lflhfl*> 3 4j$S jvu OUJ5 .V 



ijjvuJI OliLJI QjoTi J] <iol2£tU 0L0J3JI ^ol^ (J 3I ^.^ul^gJI ^U- UjIjL*4j> Jl £3^! ^ 

4jUj> 4J_P uABoi) to 1 15 1 Jb dlLi rvJI Ol lLx- ql r^J\ OUiS .""rwi 4xdS aIj3c1^.I i^lln?*? 



.l^JLc £-loS)U dljjJ^j Jl ^03 <l$Jliol fiUjI dLU Jl cV-^Ltl 



♦* 

- q£ ^Lo3\ c J3^ - j\ ji-o^ 2^3 Jj& W^JJ i3 j£< Jl) ijjo jVLJLi OJ^j-lo 3 jo^oIa 



uL^-Jl ^\ taj<i*ja ^3)3^ \^su«3> j\S 2uadgJ\ ^ JjLo OiJ^ ^J^V 

&Jjj£ CAoJ^-3 ^\o / A ^ V^ibU^J V^)\i juJ\ «UJ5 ^J^CLuaJ l^i^J 3 c<L. 

3pJ\ JjUua ^ Ojo- \^s> Jib ^5 U\ j3>£ilo sw 9- o^gj^ £ O 



dlfliii Lois J ^jj'.Q 



UUJ 



4-U.gt 3I 4AxS2^b Iaj^ cla^. cdI>sJ ~JI d_aJ5 OiJlSol jl jSU cObL*jJ 



.ojjIs I4J j35o jJi quw?s2JI 

0 ! 3 >! uag&ib dLi^Sj^zj j-o (^jU- (jlc- ju^3cx)l (^jlc- Oj^^c- j-uJI «LoJ5 j35o jl i^y^-u cjLalp-b 
iu^oL^ Olj033 LSlS" C33 ^Lft^ ^jJ j IS" 3J 431 Ja^f -^3^ 5 >S L>3^L^ L^lui*ol 



rv 



.^-o-^J Oblo {Js- J^-^^JI (3 ^jJuC-Loa-o 3! cgLc'JL'Jl 

»+ *+ II ** ' 



I^IASj ^ jl9 VI3 <CbL^JI ^ JjJlsJ l^ili ^Jl 4-oiS fldi*lJ 4^=0 : SJUjS J3S0 jl O 
Jlctlil t^^^r?- 3I tL^j jio 3I <dj j^aJI 0103!^! -&J^ (J! ^LiiJI fiUlc- J^-*uJI j-o J3$Lc*v 



j^I ^Lfc Lo3^c- j-o^II jl US tj^j^J L^aio j^JI 4-oJ5 O^UlIui^I OUI j^>| £uJ3 

Jlilb 3 cl^sLiiS'l U-o <i^lS i^jJj j^JI <U1S ^y>s*3 )t OlLJnill 3 oLj3JI 

Lo3^ni»- clj^»- *iLc*4» C^U- CJjb c4l)3i3 OI3J-44J I4J3jt^j ^3 j^JI ^LoJ^j J3I2-J jj 

J3S0 jl ji Colj jwJI ixJ5 j^c- JLb UiS 4i\l <J-o-5zJI ij 

Jl iUJI (jjj^ls J3ltx^ ^iL9 cdU-k J3^ d)J^ 3J3 t Ui>3A*ij5l Ss o$j^ 

.j^JI iUI5 ^3 jlj> dUip J3^ djbLo 



**> ****** ft 



•* 



03 ^\ ^\ A^jk&\ ol ^> ^ j\ Xw«3\ CP ill £°3 ? «^ 



0\ 453^3 0^ ^ .^UaJb\ 4j\^ ^ >J 03 la 3A 3 t £*&&\ 3 6o*- o\ JiU>3 



*\** **** •***%* 




jvJI iJ5 ^ImJ 3I ^Litl jvu5 ji^i; jl J^s C*S3 ilLu-o 1^3^ ^ jaiJij iJLu-Lls iJl5 

i^o ^ ^3ik4l i^l^JI ^>J^ ll^l -bjJ j^JI ioJ5 J3L o^bjj : J^aSl jtf CJLb UJ5 O 
(j ^L) lo3^£ .[fy3 ilo Jjklud I «^9jl^U ObL> ^wXc- C^J^co j^*JI ioJS J3L .L^lJj^u ^j>L^tl 
Ojjil) icc^lll ^JLoo CjUJSJ dUS <J?-v.o 3 c^jIp-wO ioU ^ jvJI ixJ5 J3^ Jib ^ jl 
OUi5 J3,v-oj J3jry5 .("iuiL^LpJI OliLJI dj JaAc*-" :i J-«o9 <3 OUltl d_co-so (j-C- 



Lo GsXjSka ^& 3 03j^>' CjIjLc- ^y^uJ CJai>3 t^I 3I OlsL**-o Lft-^J «tcJ5 (j-o jtS"! (Jya L-iJLo 

4ili3l)l l3Uj5I 4)3^ (3 - Ji 1 ^3 JSo V ^1 - L^oil^oJI L^-i aJlPcLuJ ,^1 io-^liJI 
^ L^JL>Cs| ^LlLI J3-0 jJI JS ^w\3tLutl jL^I^-L) .J3-°J3 J* OLo^lf-3 ^Isjl 3 <l3 

dU5U U5 cjt^lo3 jru5 <<3 j*- J5 ^ jM5Li L^j icLJ^UI ijJ^o^l jl jSjJ 3 c^JbLU 403J 

dil J-o UJLLo Cui^ L03 ^IkJI Lo i^-o^UI lJU Jl ioj^il ^3jb>dl ^Ij^tlwl 

jIjJ-JI (3 ^JUXI 0IC-3J o^U^I jLuajJI ^3 l^ipti^l UJ5 L^JL?-^I dLsz^^j 03$^ 



UjlIc- jvcJI dxJ5 83s ^5x0 (j^ULI ol j%i^o L^j j35o oUi5 ^53 uJln 



; 1 



U Jl 43L0] Ol j^JXI dlhj jJijLu»l tSj^-L if jlSJI ^%JI iJ5 3I oLuj>JI 



iiliS Jl Cu?t2&-I jl dLS3 .^p-'S' joittti ^jho L^ailgcJ J^- 0 "iJ^-oAJr* : 4,cUx- J3^5 j) O 



■ ■ ti *. 



^I0J3 jUMI (>o IjruS JJjb JlB dUi jl3 bfc J3 gJaloJ ^ dbM 43j3 (J j*JI ioiS 

3) dlllatot^ 3I dL6^a Jl iab jl g^al*^ <J$ jl jSLg OJoJ^ OlJoJ^l) oUI 



Oiii j} .dJj^c-Luxj ^jLoj 1^3^ "j**^' OUJ5 JqQ/> 3 ^Jj" .OMo-^-LI 



^L; J ^ OUJS 43)3^ ^IjujcLaiI diS^i U^i eLU «L^o 

kLu*X\ 4x-o^uJI j^I cj-*u5]3 ^j3 033^3^-00 (35^3 Jio t j^j OUiSo 



ru5 L^SU 



il^ cdb iloJ^il iuaic*ttJI OU3-L52.LI ^0 j%*JI ioi5 J3S0 ^1 : iwoptw jr^ 03^5 jl O 

3I 1^15 i^ftjtlJ OUJ5 ^-oj Ms .L^JlcxIo-J ^l)l iuaS ^11 OL)3^JIj 3I djJLopJ I di>3^j 
M3 c4jl3jU>I dl;^ 4sLlaj ^Sj V3 (U jit I diibJuo 3I dl^3j ^*ol 3I d^*ol5 ObLo j-o LftlA 

J& : dJ5 3I dikii5 jl^ M3 cdlbl $)L* £aj\j M3 dlbl ^il V3 ^Sj 

J35j^u 6^J>^ o' gS'V j' ^1 c ^j^ j^JI 03^ V>?"3 0^ L^J : ^j**' 63^* j' 0 

oMSL*UI J^ 3I cJU^JI ^Jj^Loo Jio Sjoj^ jbl ^ c^a^ OUJ5 £ 



rA 



^■3 J jm ^bij" Jio tib^iLII iLo^lIb iLoj?u> j^JI OUiSJ £*ols- i}lj3- j dJ 1 ftlaflgu obb 




3! (KeePass) ^b J 

dUSL^ La ejL^J ioJS JUo)J CiPtZs^l Ui£s bfcvUc 3 .Password Safe Jio ^ ^1 obi 

■i^J^JI Lo JiilJI wXlc 3I 



oJl&Is CjJlos j] dil Js Ji*^> 4J^ Ju>Ul jl ^11 cSjjj^ CjL>Lo^ 4jjJ qX j^i-o 103!^! Ilk 

c| ^1 oUJS obLo cj^Is j-o iubL^I 43^3 Jii^s ID .dJS J^*J *l ^1 ^ij CJlS jl 

0 jS\ JJI ojJui jl oUss^o jvJI OUJ5 OliLj oj^Is J3& Jo^JI q^s*J j5J /'oULJI 

.LrJIj Ijjj^j JSLiij 3I ^3^' l>**^ ^d-* -0 ^^"^ s^-^ 0 ^■'■"'5 5^^^ 3' 

Ai>3J ^19 J.JI OUi5 431^ ^1 j»J\ ioJ5 C^oxJ jl dil cfj*S!l 3^ 3 cjli)l J^Ul 

Ms3 dUSU 4^33 4^-15 UL)b (^U J^cli ID .L^Ij^-JLu-b LpuOJ Lo ^I]3 cL^L^JLui^! iibjl^ 




J-Jiszlll 3 J3iaJI I Ifcj OJjJ^- ^ OUi5 4j J>\h ^ jni-co jl ^^LsJI ^ Jil 3I cdj^Lt 
l^l;^^^ ^Jj3"^l t^cg.^; 4J39 OUJ5 UlJ L> (^jU- JwC-LuJ J3 4jll)| ^jLxJI .jl^^l^b 

: J^l3Ub ^32)1 Sj^l 3 o^uSJl i^p^UI e9 ^1 JISLil j 5.3^1 O 

"My naME is Not MR. MarSter" 
"all wORK 4nD NO pl4y" 



"c@t (heRlnthery3 



"Let Them yaklo le gateau au chOcolaT" : OUJ j^ oUiS o 

"al3arabi keda baye5 geddan" : i^^JI ^>^l ° 

Hf , [glf , uhdl ugn" : ijJftUI 4^ 3^ ^Jlitl i^3b jSJ OUJ5 hbS O 

^SIaJLI 4^3J y tikeu Ujj^ U5 J^i as iib^kJI cIa jl ii^y jS3 " [kf i 

Cjj\xj jl 3I jjuujjAH ^JlAil 4J-3J Jio cL^JU-^l Jl ip-L?Jl3 jvJI icJ5 l-oJu O53 ^jro lo 

.5d£*lU Ob^l 4jjJjo|3 iJliajjJI SjjJoej^l ju Lo 

o^bj j^Lj l^oj' 3 f 43li 0S3JI J c-JLu^JI db joszj 3I J5 ^|jL9cioil LsjJs 

tOj^JJI L9 jj-^l O^ll Jula.1 joso jl 45 1 ia^^l jS3 XtbjvS hyzjo JUb 3 juJI ioJS 

^1 L^il y| cl^5xAJ jvJI OUiS j%^5 oL?-wo jj ^ J^ilb Cu^»o as @3 a 3I O3 o JLuiwI Jio 



JUL* 3 d^*JI JUoo 5^bj j juuoJ JIjj 

OJJisw OUJ5 JJ JatoJI 4l^oi 4i;3^ CjIjL^ Jj^c^ ^Ul V^'- 40 ' ^loi^l dl)j5 ^U5U 

: Mlo C4JI3AP 4^ 



2Bon2BTitQ" Jl J^>j3 jl ^ "To be or not to be? That is the question" O 



t 35U "We hold these truths to be self-evident: that all men are created equal" o 



WhtT2bs-e:taMac= J] J^jG jl 
j jl aSU "Are you happy today?" 



4)^ Oli OUJS 4^.3-0-^0 3I 3jLso IjlJ jl : j^ojLo J5 <L3 ^Jlpu-*u3 (5jJI 3-k ^p-LJI ^31*^^1 

^3 O^L>3^jJI ^j-o 4x-3-o^o L^S yA ^Js- £ yxj jl ^^ir^ ifttatotJ dUl9 JLJIJ3 ^boJ ioL> 
c^L^I Lo3^ dl52_u»3j 03$^ iib^JoJI oj^j .^iJl^^o L^oLzj ^3 dLcuil) dLuilj Ub^S^lJ ioli- ds-\$$ 
3jL^ J] ^3^)3 cicLo^ll SjLsJI ^ IsMkil 03]=^ O^ja^ 4-oliJI 4^5^! OLLo-sJI tlj^l 

iJliil ico^l jl ^11 c^l OU15 j* dj ^b y jSsi J± dlj^UJ as 3>JI db jl j« 

j-o JSLi ^33! ^loitl^l di5^ Ijob q£. ^vUS IjJ .dd-^ ji.ll.uH j£ bj3^ j^JI OUJ5 jrvfRl) 



:\ Jjos & 3^ U5 CjIjjj^JI J3^ll 4ioJI ^ oliLJI i>Us> .:>li*JI ojo £^3 

ilsli_U 3] oj^Lotl 3] 4SjvJI c^^ixiJI iajL.3 3I alisJI ^U- ojj ^l^-U £^3 JL^ J 
oJl^ jj 0)3^1 J^-33 3 crLailjl 3I 6jlo3uII U] ^IbjJJ JlAaJI 0^5)! J-^JI jl9 <ia>jJ 

.SU^tl OljLJI clii-y iiJoj ^5^5 U5 OlALU L.L.I f j^-j^J ^3 (TrueCrypt) 




i_J3^>lc-JI (j 4jj3tU OLiLJI ioxszj O 
Jlrj 3I Oro^UI OrvS ObLJI slte-^! L^lJl c >SLcJ a l Ol3kpJI O 



? \jjb i^fiSj *J\ Od^d ^ £5^3^ J* J^-O-Jli «^^J i33**>W jSJ : 9LU 



****** *** ** 8 1 ***** % 



dJx- J*w^ 




OULcJI clip- 



j-a >c- La>Li3l CcoLi js 3 i> j>U J5S0 L^il *OaJI 3I <~^£-U 3 iil^- ^3^-3 i^J^I 

JJJb ^ I Job jl9 iool j^^tl ^3l3 jJI ^ JS| nioYill ^loixlwM ic3 Oljj^ll jl £-03 cio^lll 
J6\ £^5* J| oLli^l CUoJ U^Ij3 ci^UUI iib^l U^l 5 Cu^^j Ji* 013^3 



Cjljjl3ttl 3I (ji^JI 3I it j^JI J3S JL?- (33 • ^ <3 ^ d-jA32lll OLpW3jJ 

dli iaJl3u> jl9 a^ip oLiLJI 4jUpJ (^uj jjDI di^l ^3^0 ^ ^>*^l id-o^l 3I 



a yx* J3S0 ji il o^lb^l iu^ill ^ Ij^lJ io^ls i^J^ is^U L^J J3S0 ^ as ^^Jl lis* ^ 

^ jklJI (jaizj tiuol j^l OLoL^jy dLij^suJ Lsl5 i^szJI dluJaLo 3I dLai^ ^iJj 

ft j tS ^ 

U3 Ol3^l OJjfc JIa fljixlJ i)Loo 3 jJLoiJI dLU iJbJI OJji. 33 5 51^52^1 OliLJI 4^uJo 

: iJUl ibjJI ol jLpJI djjJ J3S0 jJis JWI 3^ IJjb jl5 j] .diJUJ i^Lo CJ15 IS] 

jr^c- OIjLa-JI 3 ja-flgo jl ^Iso Lo 3-^3 cLoL^ OLiLJI ^jujIj OLp^a p|jLptl*ul ^CjIoj O 



ft ft 



.4jj*tJI OliLJI ^y^i ol ^ Ulii3 j5aJ jl 3I ij^pUl 

^Joj Ol3^l J^3J .1^1^ Lo^t 4j^JI OliLJI *Ui^ LDij^yliuujai ijij ^IJ^La.1 O 
^iSaJI i^pu U5 c^lj^^Il3 iwljjJI ja^zj L^lj^tlwl ^ Jiao 3 Jjjfc ^JbtlJ 5jjJ^ OLJij 
juJI J3S0 ^1)1 io^szlll j;vi 43il cL^J^-JUJ ^1 OUiaill 3 Cal^iill jlSLo^ll jJib 
t^iuSo (>3 J5 Jls ^ iib^ll JUl^-l iJcuj \jJb ^3 5 j^JI <UiS 3] ^-llitl 3^ J^yi 

.cLacxtl OliLJI ^1 j3-JLw^l 4lca)3 



rv 



j^^sj 3I ^llatl ^H&jJ 6-° ^»Ji»^3 I4I <L$$ 4jIj3- 3 1^03 4.^<io OLiLJ 

(TrueCrypt) CojS 3 y OlJJb ^Jab JliJtl lift .L^>L>3i^o Jl ilaJI JAiUI 4JU3J 

d_uxs2j (j^- Lo^£- "oU^o CjIjJUca" (^^-^ I oL)3b> ftLiJl (^Ic- ^jozj (^ill 4^jLii)l 013^^13 

l^il ^11 dJaVl 3 OUUI 0^ jru5 ^kuiail L^iSU 31^4,1 OIjJL?4>I dlJ .^j^ UlU J5 




3 «Cuj53jj [^^33 ^lll L^5li i>3illl 4^52xJI j^3J l^SLg 1 \Sy>\ O lo^Jn-lo 3 0)3^! J^>3J 

^j^3 ^Ij3tiu.^ll jvuj 4J3S0 j^i; Coj53jj jl ^1] FreeOTFE Jl© <eUj5 3 oUw y 

J ^3^^! SU^-LI CjIjLJI ^Lai^l 4iJi3 ^3 ^jfc^II Cj-dl t^oU^ Jl cCJ^iXI eAjLli3JI 

i^i)l idJb 5 ^Lp ^5^3 JjIjJI dlLi jLs JI^SlI J5 c|3 ..LuLu^l ObLJI ^La^l 



* 9 T ^ 




Mb OliLJI iLsLQ 41s 3I uflLo J^j^ ^-HTi 6^ f ^ •^- Lo ^5^^! ^5Jl 



.4-oui^3 ^Sl^f- 4o-^5illl ^1 J3-JLJ ^jjU) jl5 Lo lil JlPws j\£ 03^ ^5 LJ^l^^ll 



cj3-l ^o-sz-o JwL>-o J3-I^ ^fl3t*o ^o^o JwLpi-o cLioj ^j^ku jlSo^l 4-*j^> ^C-^ 4AJ63 J-o-so 
^liJ h>Js>CLuJo\ q£- vJlilio j^w ioiS 4S ^slo iGb^I^ Jl SLaJI 3 ^y^i-dl jJsJJ ^jLI f jl>3 

^AptA ulL>~q ^3^3 3I ^3?"3 6-° ji-cil I <nSL^ (jJi 4xio5 8j^3" li jlS 0I3 43ls - Jl^q 

^3 djjJ^Jl oik Jlo jl *-9>slj J3 djl ^^c- cOjSUj CooS U eUi CjLjI ^3 cdli^b 

.dls>l j5l dlU i5 3JI f^yj 



Co^3^ jJj^o ^1 (jOi^o jJ^wo ^3^3 vXjJlco (^jlojlJI J-J^i)I <J ^Lj (^i^- ^SLs ^1 43l (j y I Jl 

■ H m ** ** 



Ol j^>$a d y 0 1^031)13 4,0. J-ic J 1 iibjiJI C^Jl jl Ijofc i 4-o ^o ^0^0 




Lo y>- VyJlaij US ticwLUjI 0)3^^13 ioj^iJ! ^>L?j^ il^ibz-o 0^^3-3 CJjo^IL) Ij^- ^ILojI 
OliLJI ^3^-3 ^3-^ J] tjy-iDI Jl* 1 2jtAsfiJI ^Ij3-jl*oI c^co^l (j-o 03^! wUS J^iULlI 

til ^ 



Oliio oc^Uj £*Juo jo jS lJlLo iixjk J jaSjJ .iso ^1 JlLoI ^Ij^jl^I Mioi t ji-T 

^Jls*1u4>I OlJLcJa'Jl 3I O^U-.m ^ J^so ^ Olilll OJab jl ili^^U ^5 '3J^3^I 3 3^^^ 
q} tjlJi^JI is^^J <Jll± dj\}s>J\ i\as>\ Lo Jl 4^io I Jab .6j351tl ^l^l qx> $ )Lo\ 

.IjJIj UUi3l cJf^j Js^ll ^ 4jI yi 1 >S2^U ) I d^UI 4j-3 ^| J^oj 

jr^C- (J L^JiA^3 4jUJ-o ^3lcJI JlL^-LI3 4jli C^j$$jJ 4^j?uojj uftLa ^.wl ^^XJ dUJS tj^-^ 

0 j5li 5jDi (^U ^5^1^ Ud/sS dJi ^ Lo^ L^Joo^ 3 <oLc*-o ^Jl o^U o^aij ^JJI ^b^l 

jl Lois (j-o Jsl iu^suJI oL>wo ^loixi*ulj ^u^-Lo Joa^oj jl JUi£>l Lola J3S0 Lo S^Lff- 
L^i>Uj^ (j ^-js-jj d^JL^s^ yS))\ OliLJI ^3^-3 Jl frM^u ^y*^ SUssw OliLu <L>$\s> ^3^-3 

jLo 033 ^>L^tl jl VI L^it ^MLVI ^Uitl 33JO ^ j^J jSL^ V 4jI 2-03 .^SU Lo j^L 
dLo^szj J3 U-o cL^lj3-JL^I (^U- Ijl jS\ Ss L^I>U-pJ ^l^lyfl OJiol djl3 Ub^^^-^j 

^3 ^jl3 JUl^l 5A3 cC-uJ^llI ^o ol^cxlu-VI 3] jljlj^l 3I JoJ^lJI Jlo tiLlSj jr^ OljJJ^ll 
4jI U5 c4jIs jJI ^ fjM^ 3 O^LSJI ^3^ ^J^> icLo\ll Ol^JI LftJ cUszj jl ^^SU ^1 ^MJI 

^^3 j%JI oUiS ciLiiSM 3jlLSi)I lJL^I ^Ij^ju-I 4)3^ j-o ^53^ J^l J350 as 3 

Lslj^^jK^yi ^j- 0 LoL> Lff-y L-Ali^ (^^3 ^j^3>* CjIj^-o-o ^J^-l jISoVI Ls*5>- 4^*1^3 
JjU-o 3^3 i iowLu^ Jsl oUssz-o CjLjLu e9U»- oUsszijI 4-i*»L«A^JI CjLjLJI ^3^-3 4j3^l) 

3! ^IijLU (^U- J^-^JI (j^o ^-L^il (jSL^f li| ca^o il^iiiio 431^- <J ^ ^3^3J 

Jl Ijjfc 4^Jl) 0S3 4j3.Un.LI ^l^l eUiij jl Lo J^-«*S JoJ^llI C^i L^tlS ^ djL>] 

3 .^jvJI v^JI ^3 Lar> o^La^l d-o^j U ^3^3 Jl 4uiij jl 03^ ^uU J^as> U ftLi5VI 

Lb 5sjJL) J33 <C*lL*l 3J ty>-T c^ci (jl ^3^3 jl dU^ 1 ^5 j^aJI *^4-tpJI ^3^-3) *3>5z3 Sds>$ 



duJLsr cLo ruJI 4_oiS 



■^a 4-c^LwjJI 0 JodJj OLiLJI 4jU^> 4_Lol3^ jU3 dLcxL^ jlSo^l 4-c^>3 CJ3JI3 3I i^^Lo Jo Jl^j 



0 O Q 



OULJI aiis djlJG .0 



UAil) OJoJlc- JsUta Ia1£ (C^-u Uioi 



jj jJioj jl J^-szJI (j*G Oloi-**! d.L.o/>J (j5L€*3 tl^clc- 



l^iS (_>«*-J cOlodL<aJI juM-o 4^t«ao ics-oJul,! jol jS^II jij^io 3 <lcLaJI j^l ^3^1 O^UuLo ^30 J5 

,.i.o.6.7.». Cj5 jl U" C J ilLdl jl QrhciorJI qo ^J^j .JacJI j^J «45jIjj j£* if 3I LU> 

Lo cole- .i>LcJI C*33 l^lp-jfuJ <LdLS Luij^3 Lftlo <LbLlp-l d3^i*J JatotJ 4C333 J^3 Lials-I 



laflpj 



.OuL> 



Kq.^-U i*oLaj ^JIj o|s 01*03152-0 ^Lli3 J-JzJij CjL«*L**I ^o Ijlp-13 <ti$5 ^-c-^Jb 3 

4->j^ ^U- JilapJI «LooJbl3 f 4Aili^o iolo (J Ollb3jis4 ) l ^3^ (^Jl JaSL^I Jaflg- Jl 




I3 .h.Q.oJ 



I3 Jn.ooJl c^JLwl ^JLf- (Jl .d_ahi^o 
ClJjJjU (Cobian Backup) I 



OU\s3\ yaJ3 2^3 J CuJ 0 \ j& 6]aJ^)i\ C3ia3\ 0 O3*al)\3 ja5\jpJ\s 3>J^iJ\3 

djjb^^ ulo 3 J3^3> <Ja1^l> 3 ^3^-0 C>\iUJ\ ^Uj ^^03 

**** 1 



.Ci\aU,\ Jy©\ J* Jb\ij»d3 jS 3 <^3lb\ J* ijS jw-^> 6^ J-s \la> vij Jo \i\ 2uoV»- 
^iVi Cx?*-* 5 \ 3 v3ij^. ^flgJ 3^ ^ V^s jo lo \i\ C>\aU,\ ^A»>mi\ 2ua^S 

. )aioJ3 2u*»Uw yslaj ^f. \^su) ^3^ V*"^ 

M " ****** 



LbL^I OULJI iai^ 3 *Jio O 



^3 CiJi) £ Jj^S vilsw CJlS (^lll OJofc gcuulJ jl dt>^3£ J3S *lj,uio 

J6\ iaJ^I J^>3J ^ jl J^L^ 3 .JaaoJI 5j3^ (J ibstU L^ij^b ^SUJ 

3I 3 jvaip^l ^uJl5 <^3i5>dl CjIS ^ i^jLixo <35li>3 oj^. ^5^3 OljLifcl dUaS Jlc^j 



i^lc- Life jJllJ 4j«oSj i^slji^j^S J3-«3 (j-Q Olji^a-o 3I jioil 4Lls Ij3^ JJ3J J3 3I c^jr^sz^o <J 

^Ju&3 L^L^zJ o^lkjl J^-JI jlailo Js~ Juol5u iiaiu^o Jp^s OliLU cjjb jLicI 4JL00 .05JI 

.IfcJ] i?*UJI jl^SJ 

jL^Lail Ijjfc dJiPLu^ .^tSLiLo j-o 3 J^^ll JS ^3^3 ^'3^ ills kbS J^U- 

t^J&^lj cIIa Ja*^ J Ho Jllll J3J^>JI .^kLlp^ll JateJI i^La> 5^3 J cjJI 3 dbL^Li^-l 

.ic^LLo OULo ^'3313 is^iXo C^j^J J^5Lw3 ^5^1*^3 J3LI 03$^ db-|ls jl 











* 






d^j ^03 


** 






ioUfc <L_oSj i3^^3 


* 


i_>3^b-iJ iJLJI 4Sl3^JI 


J-ol 


Ol3..krll OuL> J^las 

H • ** * 

bbjvc.3 








tlcO-9j ^03 




ioJiJI ^jJLo die- (jLaj> 






** 








* 






(J0I3S CCJ3AC-) ic-3-Ja-o (jplj3 



c L3l L^5ljLo 3fll?tUI CjL^o jJI L^J Jatoo 3 l^dlj j^ill OUJUI ^ OtiuJaiJI CjULj JlcI 33 

.iu^gcttJI CjLo315zXI <iljjJ»3 ObLa*i>JI C)LpbOjJ OUlo i5jL*JI ilio^ll (Jl 43L0I 



: jl J3^JI ^ ^^k; 



o 



iJ5 









4* 






«* 


** 

,„,l 


*• 





o 



o 



OUI >?-|3 OL^wO L^lIaSJ t^LuJI J3J^>JI (J / OULJI pl^l ^-bLlp-l JaAp- cl 

* M» ***** *** ™" * 



to 



OULJI ^JaX) $ j&Sr 

diiiill LjL^>iilI ^53^ ^ cI^Arj 3I ebUL) J5 ^Lo J] ^ap jl jLUdl jroSJ j5U 




J-o-sJI OLiL) ^3^-3 g-ol3^o ^I^Vm^^ VSq ">JJ d-wU-w ^03 ^| (Ji^l C3ia3J 

^jJLo pg^Li. {Js- lib^A^o (J3j6J^I 03^. ^ <JLi4l J-^-w . 4.^oi*JJ I 0IJLJI3 
dJJ5 d!L^3 -t5^>} jjo dbjJ J3S0 as U5 cU^JS 3I ,^L^\s> Js^ 3] cioa3JI 

OlilJ^li cOlj^Utl O^U^3 c^UaJI i^l UjI Jc>3J .IfcJb i^llato- 3 Co JG^II OLoJ^ 
Olsl3^3 (3 B (j**}3-> ^'3^ Ji-° i)3-o^o JojLo3 i3 ili^jic^o 0103!^ J^3J jl (j^-^ .OLc^ojJI 

** ** 

4j5 U- ^3-0 dbjJ jlS j| .iobfc iuaj JjLoj L^S J3S0 JS3 JLoj^I J-^3 lSjL5z-o ^-jI^ 

Jio ic^s jJI oL^isdl ^g^ij M 3 .0I3I4JI j& hu&uX\ O^ILiUI ^ I jyS \S3**i J^s 05)1 

** ** 

.Obli^Jl3 ^IsjJI 

OJ^^II Ojlj^o^l 3-fc J-o^l .irk*ajJI I4JI3 J-oSll 3^ O lilt I dJj (jgl OjJloo dxk cbbJcsu 

O^UJI ^3 4jI <0Ji^l3 ^53^ L^Lo ds-33 ^lll ^5lj3JI 3 OUUI (jU- ^Ja'o M 

Lo 4JLj3 ^uaj i^J^o] 4-*S OJlpo ^5^JI 3-A Lc-3^ OliLJI jJis Ol3Jjll*-*u JS\ J^l .^5j3-^II 



(3 O jsLo dLil lij3^aj 3-ls .CJj^ js ^>So ^> ^**J ^ILiiuj tju?- (3 ^-SJ^o 3I *■ 6-Lvr> 



J3S0 jJ cjSHI 03^oL> ,3 isUI ^ gu4jjU ^Li^VI JnflpJI icLo'VI ^ ipcujJI 



tt 









OULJ) 


* 




jJ 






















5O5U 






OULJ) 




<_>3^>b>JI (J 4*1^)1 43l 3^JI 




4* 4 4* 4 ^ 








4* 4 4* 4 ^ 




5054I 


jj ji>oM Ja***>3 




OULJI 


Co jo^ll 


4 4 






* 






(jj3L5zJl3 JjjJI JjL*jj 




50541 






OULJI 


44 






JLojI OLiLj3 <Lu^i3 JjL*jj 


4 






JLojI OLiL)3 d-u^ii JjL*jj 




aj^Li^l SIM 

4* 4* 








50541 






OULJI 


4 






ic^Jxo ^^3 











tv 




(j5Lo-J J 3^503 lHj^ K«-*"3 Jj iti^Ac^l . a O\g^\ J^J^" J-°^ 



) .ilac-J tf) <| jjj ^03^5 ^3 Ji 



."CojSgjj ^\>33u.aj\ J-*^" (3 3 "i*uUlcpJI OLiLJI ijjw Jato- J^nB 



44 * *• 4 ^ 



5 j*yx& JJ^" ^3 i^3 11^ ftlal 4.^0,5 .L^o 8 j^&JI ojjJI c^Uc <La£J 

J*&y\ Cy*3 "^Loi >bl3^ aJlHIcoj Li^ j^jJI Jaflg-j uaL> jl ^Ij (jSJ " (Thunderbird) 

J34^4I ^-iJLftJI 01*3^-0 



LiLJI eiil^JI flj^LJj j5U JjJ^3 .(BlueTooth) 03J5I) JLoj^I i^l=>3 



Jl <Jij[$}\ 8j5li J] 4j^UJI SIM i*jjvi c^Sli 

gx23 U5 .iisLi^l SIM ipoji 0^°^ o& ' CSjI ^3^3 t^Li^l SIM 

.Ijy^ ^Li^MI iaipJI J^^J cjj^3 t(J iMs 5 jSli i=oj^ Uul^JI jjJs 

Ag-3*hU ^^3)1 

U5 iJ 3 i6J>!l 



(CD) - ixoJttl jol jsVl 



mm ** 



4jjj-J j^I^I 4lc^*«-o Juj^ulJI VyJlalj .4^^UiJI iosl^la (^^3 C^bl^oa V* ♦ Jj^o jl 

ijbSJI oaUV ibis jsl jSl Jl;>5j (CD-R) 0JLP-I3 5 J-^uaiJI jol jSl Jl 4sLbl .5 ^Li Lol jb) 3 

SmJJU jo| J^VI jl Jas>-V .Olj3jJI ^>o ^vlsJ L^olj3tLu.l o^b]3 bkox** j5L^ (CD-RW) 

jol ^s'VI ^ L^Lo3 dLU 03^ dJi qjz J3U j^I >l Js. ObLu jilii^VI C03J jls .l^k 
.Ll^ (jjlc-l ^y*>3 <Jj3^ > j- 0 ^ ioL> jol ^sl d j^i 3I <Ol3i^ J5 l^Lo Oj^p-I Jl i^jJiJI 

J-oij ID cijIoJI ^ UJUi L^Lo jrOS" j^. OS jop^JI 4^)b d^J^I jol ^1 jl dUJS Jae-il 

(DVD) ^a^^a - (joi >JI 5JJuiJI jsl jSl 



lljL)l^> i,V J I (J J£VI £31)1 0^ jLwO &*joJlU jjJJI jol jB\ qa ^33 ^ 



1^51 VI cgLoJLPtigJ>l ^ jru5 ,^jJ I^ska CAs> <is^JuU jol jbMJ i^jLLo L^)bLo3 <ObbJ 

L^3^j iasl^ i^iaaLoj city <LoIp- OVjk«u>3 OlSjlS iwxlboj 

(USB) J^Ioj Sjtfi Oljli 

3 4^u»L*S C4.pu.0l tJ(j^|3J dsL-o JjJjJqj Uxu-o) I3JJ L) J-^alJ (jiVs P3J (j^ (jjjio injLu3 

JjLoJ^ 3 til ^^Joob dUJ5 jSLat joSblJ3 ^1 ^^Jo^b Jol>3 i^l^VI ^3 3^3^3-LI OLptllil 



: j^^iAJ| ObjIPttl 4jUscJ ^Luxszlll ^X-^ Jlo 4-i9Lil ei3L!i3 CjIS L^-Lo jJo dl)j5 J^3J 

bt> ^o-t ^Apo3 cObbJI L-ftJj CjVUi^I ^olj^>3 ObbJI ju*»l3 KAi> L^3jji 0050 aiij 
wU^ JLJJI JLojVI JS3J jl VI <Ij^ 3jru5 isz^. IS J9S0 jl 4^iJI ^ Olilo pg^LiJ jSL^ 

aIj3u-wI J jr&XLlI JJLC jUcugJI (3 bfcJ^I <^-o 4lj^Ul^l3 JUiiVI i^_^3 i^UJI 

Jii£ ^j^l j5$o Jj (wjSLLI 3 idpctl CjUIo ^3^b^ ^3^-3 jl ^lj -05L*»yi Ijok 

d-Jobl^-VI 4gc*ul) I ^3^-3 *w>3?-3 £$!LujJ V 4jI V] <CojoVI j^c- 4j J^oii ^3^b> j-o ^loi^LuiVI 
O b?-*u-> C*i jo VI ^Lc- iob?ui Oli-Lo ^j^o CjLoJlp- JlP-^j .fiL-LoVI ObLJI j^- Ju-so g^byi 3 

^jJLo 4JaLaJ ^-oio Vl) ^11^3 cCojoVI ^jjU- ^J^l33- Jl L^zSj J-*S Ollb^A^-tl 4^o^z3 0^ 



is 




Jb JiJ^J Lo j5l O^L^ ^ icoi ^il ^5lj3JI jls [&U 9 l3 ObLJJ iAhrkll ^3J C VI {yz 
J-oa) dLb 3-k d_J3j63VI ( 35b3lb ^^.^niLU .^tbl^VI jaJtoJJ i*oL*o ^-^3 i^Lc- J3I0-VJ J^o 
6-° 3' ^6^3^' ob Ul tLo J)mJo,7> bi>jj^lJ 4^uiJj l^dfiJ jb lj^*oLpJI ^Jlo&cua L^jJLc- 

iuoJI ^IS^I I4J U — OUiSJl ubJlao ^51j 5 J^iJ 3 ^iMI ills ^ 

.bbjr^ 3 cPDF OLiU 3 tObLcpJI J3lj^3 c<L^ail)l ^3^x11 3 c^x^Ij Vj 4S j*aJ 
LojI L^il ^03 cOUxJalll ObLo 0^)33 iato- L? ixlj io3j6UVI (jplS^I W Jj isLol 

L^tioj Vs tS j^iLo ^sJl^LuaXI L^o JxUi> V io3j6JVI (3^15 3JI j& L^il VI ciu^sj olilo 

^J3tl**U>l CjbLo Jo.Q.cJ LoUUj Cj I.S.i 1 In 7.) I i^oJigtlxuJ Jj cbi»jjj£>o tL^lil Jdc- l^hoco V3 
^05X1 Ola ^ ^LiLu JLtl^ Kago OULJalll joso .4iaJa 3 ^^c- J5 «^$*Jal)l L^-JUj 

JJ^i Opo «Lt ^3 iU^I (j laflgo J3J03 Jl iLoLszJI £L>Jlc>JI OlfljuialJl ^Kvo jl 

.bj3^ iJsLlc^l Olla^tottl J JidSH 3 OLftlil dli jUa3 jl (^Ij bbwU^ 3 c^J^-JLui,! ^jLoc- 

JX.I33 <Uio1 3A a jjjJ-ij Jio jsi^J^I oj^JI lU<>^ ^...K'i tdajaso ^jJI jj^JI j_)3wj 

CjLoLo ^jJJ J3-^JI jbljszla^lj JojL*j3)I JxiJ^j CjLc^qjJ jl9 CjVLpJI (joso 3 .OULJalll ObLu 
I4S-03A ^JbijSI dLLc- O3S03 t iol3- ObL> 6JlC-Is 3 CjV3-Juo b2>jblf-b i^IatoJj J^jLj^JI 

.4^fln»ttl Jl 4IsLo]3 cJLaJI jo yUl 

Ko-^JI 3 ioJ3d^U,l Jajb*»3JI Obz-^3 i^-^ iSj^o (^iUj (^LLli^VI JatotlJ J^-^JI jaJagclJJ 



iA 



OUJLU jjJla J eUUI fctjadU o lilt I ills j-o (Jissu <u*»l jl9 jsJ^s J lalo (JjustS Ljj^. 

** *« •* 



* * ...... - „ . . -* * 



L^Lo (tljp-l 31 oLoUl j^l o5U as O^U^I iL. J3u jl jlrj .^J^JI j OLiLJI 

1 j-<xszJI cL^lil J^szj 3! tbl33^o ^Lc- J^3^ C*33 <j«ao J^u ^ft-*^ CjIo31sz^ 3I 

;CJjo^JI i^Js- ip-Llo CjL^-o jj jo Lo tiol3- 0)3^13 CjUl&J ^IwXixlwL) dl)03 <4A1j3 K*-**'3ll 
i^ULcJI OLiLJI jryaJj" :^ J*aB ^JLL .JLpJI cl^uJI OL^-3 J39>c4>l L^oJ3tl***j i>ollc-3 

.£5*33X1 I job (j>£ ^>>*JJ 




Jl jSU Jfg.it.it I ^Uii jSl 433^1 olaLU ^ Lo3^ ^1 0)3^1 oik Jl j^jJ 

Ij^J3 l^i-o c^?" 3' 493^^X1 CjIA-UI OliL) ^339 ^5^1 CjLoLq joitj 4i)J^- OUL> latoo 

^Jl^ ^3^-0 iJlLq ^L^jLwI Jl i^bJI ^ilj^l J39 i;UU ^-11 I JJ .l^L^ >*ol I j^iS l-.cv,^ 3 
Oliitl o^ioi Ji L^li i^jJI Olilo j^l cl^JI i^bJI J^s 4i 5 J^a,l OliUI 

.^ji^l)! Jacw3 ijs- S^ff-UJI ic»-L«-tl CJs UJ5 ^Jj^JI ^UJoi^l >ta^3 i y> 
(jsl jS!sH 4Sl3^u J03 Joi,; l^lc*>J ^ Jqv,ll 3 iooJ^yi 4jli ^ 433^1 OliUI ColS JI3 



0> 



3 OliUI ^o-.«all 3 bj3^ LjLoIj J^szlJ l^h..^ f I ii^u obi oldb JL03S 

S 




1 J^a9 .OLtb^Ac^-LI CjLoIo iuUcJ C*ojS$Ji Jio d^o-szlJL) 4-«dLs> olol ^IjLptlail JojL' 3 



Co jS3j3 JJi I Jul :(^U^ J^Ji 




: ^Li^MI Jii^JI ^Ui3 ^L^Jl j^Luj iJbJI ^JLnJ 



J3S3 O-lpo d_uiSj ^1^3 iS3^ Lr^' 4J 0^113 OLnlil JS ^u^s>uJ c&o$u*t\s>- (J OU-U.I ^Ja3 O 



.J3JJ3 qdsj (J tt (JIjlHouo w JJo Jio t j^>l3 ul JJo 



dUj ^ol^ c3^suS L^j ioLp- OLiLo Jl&I^ ^3 uLiL) Jaa^o OULcJali ^Jl^JLuJ CuS jl 
^q-^uJ ^3,0 talll JlS j} jJoil3 i|Mo ioJ^J,! ^il^tl j5o ^ jl9 cl^U-*^ OLoU,! 

.^JsLl^yi iiipJJ bj30 LLoj ^3J^> 



Ul^i-'J djjji ^ (jJLiL) I^L^Uj JSo ooU.iu>^l3 ^Lj^^I joo-cJI oUI jysr 




.-IsU 1$j ^IjiJMI 3 cbbl.6.;.v.l iojUll Ol3o\ll ^Lrj 3 c^Li^^ll .h.o.oJI L^L^ oIjj^I 3^ j^s 

<LoL«JI l!*jJlco3 i^j3JJI (J^LlP-^l JoOpJI <il y>\ jl JuPtl*o3 c j-o^l 3 U ^-g-ol ^y55 4jI jJI jl ^1 

********** ******* 



0' 



OULJI i)Ur> jl jSU ^\ Oli^^ls CjUjUXI t> bJ^ iojLJI J^^AJI CJ3LJ 

icLo^tl 43t*«JI Ssr COjl 3 3. A jl 43^*cl5 i^OS ,35^5] oUjszXI 4^3^^^ JnflTno jl JIUI 

? Ijjb J^S (Jl J-A^aJI LJuS^ cJ-O-SzJI IwJ^-wLp- 

(j cL^ U5 jSJ cI^-lS 03^- jXI OliLU uii* 3^ J^JI jl J^l 4I&3JJ 30^ as 

jl ^ <3iLlL)3 .icoi JojL^I ^U- OliLJI ijJj&o L^j J-o^o iib^iiJI dl):>3 cI^SJlp- 

»* 

to OJsxj U dJjJj jl Lo dLSJ c3^l OUIaixlu.1 Jj>I 3^ iU^Uilil OliLJI e9Jj> 

4^SU c3 L^^> ^1 d^ 3 { ^ lt^ 1 ^^U 1 ft (j dLLiJ3 di^K;.o ^ 0103!** 

****** « 1 ** 

j^LJ3 J^iAJI I Jab ^ 4^3j^l ^ji-^l Sb^l ^ y-^tr^ •^3^ 1 OlAItl 3 del. 3d I 3 jSIUI 3 



r ^u-l 5 ^JI UJJ3J ^1 OLo^Lsdl £yA ^13313 OtiLJI t>o Ojru^\ll 4jMDI ^l^l 5^0 J 




6 ^pl Jul OljJJi3 4^ojJ)l jo! jSy\ Jio 4)3^^0 JojL^3 ^U- 43 OULJI 3^0 O 



00 



r 3] <oM<x§-U iLo 0^31^ JS 3I <Oli-LU jjJwo (3 ojb34J oliJLU c . iah3^o 



uL) C \U 03^3 oJaLo uiLo ^jSolo 35^ jvujj| ^1 j^i«jL) jSLs U5 s isl^^uJI ^Js* 0 ^i-LiJI ioLUj 




£ U JJjJ ^3 CftJLg j>a> jJ Ol3^l OJufc jl £js3 c£0til Oljdl ^\Jsx2a*>\ JlLC- jJloJI (jr^>> Lt*-^ 

4 j^Jlc^i***J ) I 0I3A& jl ^11 <o ji-LiJI ip-Lcctl 3^-0 4AJ^3 I4IIA3 <c>y>X I j-ol jwUal>3 dLxAb oj^io 



c 



^oiLU >£■ OULU ^9Jlp- djljj" dUJ53 <GMo^-U 4-L*» Jio CjM-^-uaj ^3^-3 Lum t^3 tS^jl3 



3-1*3 cS^rsccU,! GlilU ^UjIpca (J3J^> tjr^ ScliSo L^iaJi3 35UJ obi cbl jl j\£ 

Olsliaj3 c4j4& J^ 3 JojLj^JI ^I^jI joso OUUI 3^ jl dJaS ii^M 

OLiSj iaJLiH dl3 a Us* I luuj ijS^I Ol Jo J3$L> SI JlS o^UI 4^ 5j >UI ii>>)b jiMs 5 /IS 



^Jlpu-«J ^lll OliLJolJI jju3 jl 03^3 ^Aixl*u^l ^jq Jj^-JJ 03^3 ixSbLio Ja^^ll OULJI 



C>J^l!o\ C*\3&]f\ ^IjLPtlajU bj3^ 1^9 OjiUJI ^>La-LI 35^0 3I I l^o)jLPtla»| j5U ^^xJI (J 




Col c3 j^zj / -l)l 433Jlc^,I CjIjLJI 5^00 jIJu-Oj U^jL*j uiJUJI d_*j?t>ojJl3 LJ3-Lu^l 



ov 



03^oLpJI i^U- I l^JL^ CcLo-c- j^I ^35^3]! CJU3I5W di^-o ^U- (j^^Lft-tl ojSb J-*15j O 

UbL. Cilo- Ji§ CJ15 CjUjUI >a»l j5U if 6i>^l ^=4^3 5*^ ° 

^SLcdl t>o •(^Sj 3 (jl* ii>£4>l C)LiL*il ^Ui un J^3J V C^xJI ^laill j j>K: M U 
cy^iktl ^ (JiUI Sj^SjI illjl ^gsl^ll^ IJua> iOajo U jl ill ^t^^SLLI ^k«j O^U^LI 



j5U I >U ^moI JS jJj«2)l ia^3 UUI OULo 4jA«iJ CJ15 gjJI j^oJI jl J^^ll ^UaJ 

jls ^^3X1 eUS J ^>l 0UL0 ^LkJI JiA^o jl JI3 

Ol3^^l 3 Llalll 43 jsi3o\ j3^o ^ (j5U 1, ecu J I IJl^J 3 .J^cJI dJi J ibulB J In? hi djlJLvJI Ol3LJ 

jr^C- OU-U,l (^_9Jlp- dJjIjj" ^-u*S ^3 OJ^ 0 3^ U5 C*3Jl^- JlS OjIS OU-Lo ^-jtLoaJ jl ^3!^ L 




ijj i^L**5> OL03I3LQ (3^.^.0 3 dlLxc- 4.v,cJ^ (^Ic- J3S0 wX3 CjUL) ^3^> OLoio jl ^lc-l 

cj3^»LpJI (J^- dlL^c cLijI LoUUj l3Jlpo 03*^3 J- 0 ^* Lr^-" ij^JI 43l3^uJI ^Js- jatetj 3 

ClAJLU iSjIPtA jjo jzLliLa ^350 OlAU dJi <J U cdJi J j^La Ji^Jj dJ J3S0 Jl J3^ 
dl3 jls ^ojal)l CJl^> OLc<-ojJI CJ15 JI3 ^33!^ 3-k U^ J5 jL*j lil .l&yyo ^Js- Jja-52J 

l^j] cdJ ^litl o^^ 1 3^ JJ£L«3 ^3 ^Ijg ^3 LoLoJj ^i^u iLU ^1 3 43^11 oLoUl 

^1 4jI ^03 «oM*l ^t-03^0 3^ U5 L>3Jo 4333^^1 CjIAUI ill^tS" J3S0 L^llLp" jl3 l3J^o LoJJx- 

(j^Le o^bUi i**;L«j> oLiL> ^3^-3 jl ^1 to^L^JI io^L*; ^Js- 5j3ju^oII oJai> j-o j%iLo j jvb 

.Liol IjoJ^j JSLio J3 ijjtpti Jo3 ^ L^J^lxiwI 

iC ^ *^ **** 

^1 oju^^il jj>3ci)l JajL.3 CUmxJ < r ^>\^}\ ^3 ijioJI jo I jS^I CjIsI^u jl dJJ5 j5jj 

i^Ji^l^l 5 jSIJJI OljJJi3 \S^{j£\S^ 3 ^S^iS* j^lj^l wJl ?3-> J-J <4^L**^ 4a-o3j CjIjLj ^3^ 

.Ift^l 3J L il 5Afi*tl Ol3l 3^JI 3 cii jil jol jS))\ 3 l^tl 33 L icA3 jJI 5j4^Sll 

il jXI oLiLJI jl 3^ Ub>- d>Ju>j Lo jls J^aaJI Ijjfe J 315^1 JJU j-oT 9^0 obi ^j^ti^J Uj^Lt 



iibjJoll OJ^j OliLJI ju-o-k jl g-°3 /0\3\-uAJ ja^\ y>Jo\j' 4JI ^jJI 3^ 
^\s>JLuj\ 4-al5Lo 4.o.o3-JLq 3j4^"I3 io jji-'Lo O LlSj ^Ij^tlwL) jSL$ J3 4j1 ^1] cl^C-L^JLul ljc> 
OLiL) it5 jl j5c^ j^^cJaJI Ol O^lj Ui5 Lo3^3 <5jpJI 3 iuilJI lui^ 03lii> tlj^l 

.ux^kll oLiLJ ojdJl* hU\ j^oj .<LooxJxll oliLJI pip- iUol iulSLol i)UU cJs 4iIiA* iLjo 
4s*-Lu,U>l 3PWS CjU-U,I 3PU5 c-oL?- (Jj jLif-^l t3 Jl^Ij jl (^su-L; ^LuULpJI CjLjLJI JI3J jU-^J 

Col5 ^iJI OliUI Oslo- OliLo ^ UJ il^i-Suo CJ15 Uj ^1 jJj^dl ia^3 Js. a >LDI 



01 



:0 J*n9 jj (juj3 US <tw>3^*>lc*J1 (bi? Lc- ili^Aptil OliLJI qa SU^o d-J^Llcl 4i*u*J JriQ-^l *\ 



.JJJI 

^31] ii)Li)l ^^oil o^JaiJI 0^-°^ oMo^U iLu 0^315^0 L^-o 3 - 1^9 3s>- 

.O33JI joso 

jxujj] A-ljidduab i>3f- jil j&> J-o^JI OloLo 3P--0 41S3XI OloUJ aUsSjU jUiSL*o AlJaitL^I o 

*• 

in5Lo33 (J^|3J OljJui3 ^l^s^ll OMi-*Lo 3^£LiJI ic-L^I 3^4, L>J3^ j^A plJ^^I O 
^3^03 j\5l3 ljj^I ^iuiJ UwU£ 3I «iiS o^wUJI 3I <LLoJI jol jS^II 43!^ AalS^S UjlIp 

^^Li ciJjfcl ioJiLo 3I <LujjU> 4j ^juJI 3I U jo^uij Ccljjij] 3] 4su^ ^I^zJI illaJI jflLkdl 

.^ujj] Jio ^"Sll 3£>^U obi AlJLjptLoib L^iolSo dSI^JI ^531^0 9^0 U>jj^ 

iLoT iib^Jaj (jnii^lj 3I I4JLJ3SL0 J3JJ 4^ (J| L^JL^jb - 3I J-0.52J ColS - 

jSl cl^o.KoO) Lolo 4Bl3^JI LS^b] J..n.6.^ L^J^tluU qX LftjUn^l ^Jlj dJS 3 c4lJI d>3li 

OliLJI jjzSi Old j^l J5 Ji^ cjbJI IJjb ^ 4JI ^ jJI £ jut I .I^oIj3-jlw^ I^JL^Aj CJ 

^a3JI 1^1 Juj OS ^1 iol&JI 3 J^^JI ^Xo ^3 CjIjLJI iuu;Lu^ ^Juo (Jx. ^3^ >£>^l 

■djJuj jl ^3^ ^5^1 Pj^l 3 0103152^1 ^1 j3dui^l g93lL 
c3Jl)Jj>JI Jl 4jLl5sJI 43l3^JI ObjIiPco jl LsuJ^ t^^> oMfrl Bj^Sltl OVbJI t>o JS J 

<isl3-uJI J-03 ^3^-^ L&Jlszj <3joJ^?JI 4sl3^*JI Jl iJsLl^l dib$&£>uz OliLJI ^-jfu*J jl 3 
^|j3tL*wL) bfc3jpw33 t4(j*»|3J <:: LLo3J 4uj>jL> 4sl3-u*5* 3I i)3jlj <SbI3_«aS 03-wLpo djLlsJ 



Ol :>j^ ^Ij^l^L 3 ji^UJI i>Ldl 3^ jl Sla^llj oUUI JS 5^ jL dJS 3 <jw->jl 



L^*-a) UjQ 3-^ 



■CO 



OS 



5 c c 

OLocJnlll3 ^UxJI Lb^Alj Olilo 14^3 tiiLuxt iiil (J ii^Juo 3I c^J3slucoJJ ^36^-0 

^ j3-"Sll 1^050 jl ^t] tOU^Jalll OUSLco 1^-050 WX-J3J J.Jw jSU 1 cLftlo-C *y>S LuUli 

: OliLJI oIas iliol ^ -^^>> dih™ d^i 
OlgtfljgJI Olj3$Lo ^350 4-cl*ixA 3^5IS (j.^ t4^lj3u_^l cLjI ^3^1 ^i-Q-'Lo IqI^q^j OLjLo O 
aJ3cL«*cU L^JLi-jJ ^l)l 0ULJI3 cjiSg^ll dUJ53 S 013X^3 J3-03 i>?3^ L^szJUiJ ^l)l 
^ojh$ cObLuJxlJ ^3^5)1 d-3 L3 Laj dUS ^3 ^ 'djfru*^ Ob^olXI 1q!^Q^3 OIjUjLoi^II (J 

.[&S}j OUUI 3 I^jjj (Jdl gsl^l J^«o ^jJI ^oiil 

ijxJalJI 3I AlkJI jL^j^ L^po Ob3^o ijli^ dflhptjl O^^kJI Iq^oqu 43^o Olilo o 
wUjsj LoJlIp 4loX- J-o jji j\5l 3^Ulu»l qa dX&jzZi ^JUs^l 4^13 ^JLPtl^-ll Jatoo jl J^B 

.aJlpu.4o,U J^so ^1 ^^l iUl5 Istittj ^3^=3 OLoUl oJjfc . 

O-oJiPtLcul ^1)1 OULJalJI OljLal^l Jlo gAJLgLLoU,! J.^ulU J3JJ3 l^ktoo OLiLo O 
^3 L^J3 ^1 OUUI 3 fiU—Ii cAJ^u^dl i^Jb J^c ^1 35IJ3JI OljLo^l 3 I yr$A 

.OM04U ilw OI^Ipw dUJ53 cOlilcckJI 




J3I0 1^9 U" OUuJal)! l^o JLPelmj ^l)l 3 j5l jJI ^$31^ ^ li^aj ^55*0 J3JJ3 diiliD loId O 



Jio iJL^ 3bl ^Ij3^I diSU o^UI 3 J35ILI ^ OliUI 3 ^U5UJI ia^tl OUUI illj^t 

OULJI qA> bfc^LAlSl (jSL^ IjljT ^ijC) L^jL) 433j52>3 I^JZjU&J> 3 C(J**33l CuB^uj^^^A OULxiajj 

J| ip-U»J| J-LSj U-o LloI I35XA Ls>9^xi 03JJ2XI ObiUjI Jojxc*- ^wbl^ jUJ5Lui l3 j-so .i^LlpJI 
.^^LsJI l3JlpJI ^3^5 jlJSL*u j 15 3J 1^9 jvujjI Jlo ^5 3bl ^Ijj^IwIj 3 ^£UJI 4^m,l 3^ 




L^z-^^j Ojj53jj iuojzill 3bl CjJ^^II 3jIj^?^II jl9 JJjJI IJafc h\SS OS3 J : 2J: 
3U^o i)3L> (3 4jULcJaj3 4jLiLwj 4JLo5b ^UiJI J-o-szj 0-*-po L^LolSo ^UoJI <is\^uj 4^0-50 

4nJi3JI OJji> .^1 JjJa JcO jJpttl JiS3 ^LloJI cLok>| Ju£ o^UI Oj^JlU OLiLo ^1 

.3j^zJI qa 3jljco^ll cJjfc (3 Csjj$$jj ^Ij3-juiI JJ^ (3 i>3j^o j^s- 

OUloJJ ^puoJJ ^SLoj 

t^^jjiilll Ja^3 3] y^bJI OliLJI l^j uftASjj j] t 35U ^1 idL5JI iibLJI aL*bSH O^j 

.L^c-L>ju*iI 03^ Jjpo U 1 OliLJI 9^0 I^oIjlpu^Lj t^SU 1 (^i)l 013^^11 O-Lo U5 



OA 



•* * ** S ** *■ S ** 

j^jilll qa 1>jsj<>s ^-JLo JljS ^ u^l ObLJI dUS J^s jSU 



c 5 5, c 

IvXc^ Ijjb jl jSjj cOjr^o ^Jn3 J] O j^S joljSl j-o ua> jfuu 

^Juo 3 dJI ji ^suj J3 ^ jJI JjJ^lJI ^5X0 J JJisJI JUs^l dLb dl)j5 L&3 cO jruS 

J3-^>JJ I4JI bJb J3 ^5^>l JjL>$J i^JI dJ^-iJI 3 ifli&dl jUlP^II ^ Ju>U JI3 fcJ>lfrU 
i-o jjio 3I 03IJ3I io jjio 3I joiLs jol jS^II juiJj dLSLs Lo3^-c- jSJ .0I03I5ZXI ^£ 
.i_*£JU 3 JjlU j^- S^^o 2£ll£tA ObLoj eJULa (J joLp-Jj 3 bbblixi h\s>o jl 3 jo I jiSU 




v 



CJjfoVI ys> OVUajVI &*uo$jc&- h&'r .V 



il»JU SjJusw JLxil ^3^. ^£jjJ ^cJ jjjJI lilijjil cOUJalU 3 fil jsUl 2jU1J ic^3 I^Irco 

U>j^3 (Skype) v^ 1 ^ J** li*^ 1 JL^I O^aSl jls> £jJ JLxil ^jjJ ^JJI L»1 .03 jo% 
Jatoo U J-0I31JU i^s JjLo,3JI dl3 p|ju*iJ jSJ .dJJS iiJb iaJj ^Ait VoIP 

^julSill l-ojI^II^ ^juiSiJI JjjJls c^juliill JLojMI JjU-3 ^ uikgu M3 Ij^j^ t^^J IJlAj 

. j^SJ^Iccoo l^o dsxjLua LoJuLC- iob> cl^jli jLka3-\U io l^iS 

0)3-3 ^JL) C-x9ljJ jl L- M»\$z>d} O-cC*- <8cUS j^5l3 Lo)I 4^o_9 jJI JLsj^II 

JLaj^l OLjLaJ L^jjJ J3&3 tj^UxJy^ll IJlc*- j^*S CsJlC- I^Jlc^LoaJ iszj jvo 3 j^- O^ILojI 

3cU5UI 3 J^^JJI (j-o 4313 jjJUb 4jIsj &l ^ti ' dy^^s iLolS 

JS\ i^ABjil JLoS^II JjLo3 ^c*oj3 JWI jj-uS^sz-Lj jl (j^-^ *Ha5w Ol^Li^l il3JLs Jjua> ^0 



ijuS^s^s ^jj^s ^j^^JI 4j^L^4sI J-u^lI OTR 4iLpJ^3 ^-j'^J .O^Loj^I 



^> Lo L03C) ^?"3J 43I3 tLszJaS Lo 4j^Lpus 4Jj^> jU-*i L^j5L^ 41*^3 Lo 4jI L^lj3tl**»l 



.dJi 




no 



3I djMJ jjq Js- Chilli jli c^Uw CjIIdLi^I 1*2 ^ Lo3 cCJ >>% JUj^II ioj^ f jJLo 4iL> 

• ijrCLkicU)! jrujfc jru Lo g^io-o ^$1 OS L^j i^^lll 



cdu ;3*A?- J>\ Jj <LaJ3- ft jJio j-o C6ju^\ j^- V^?4 ^3^a j\3 ^JjjO^ tilA*^ 

jjjO\ JSU j us\ ^ Salt du3\ y c>* 0* ^»3>\ f eUiS ^ cdiiU J^O^U, % 



ft »Jj»J,fcU J 



Transport) JiJI iiLL jUI J3^3J3^ ^-*o5 ojo^ iio^ll JLoj^II oUs 1 3ibo ^ill ioSillj 
u^lSil diuk> 3^3 AnJo^JI OlJJ ^JSifl ^.cJaill dUJ53 <(TLS J! jvaiio Layer Security 
^3^ diL^il jl5 \h\ U dLSU .(SSL Jj jd\ Secure Socket Layer) 

chttps J3S"3J3^I ^i>^ 4JJ03II gsl^l OljLco Ijuj oL^I Ji^ Jl jiaJb Lo^ 4J3JI 

: (JUJ15 jLo4>l Jib- 30uj j-o^tl j^p JLojMI ^yii 




3JuJ jr^l) jLU,! Jib- jls SSL 3] TLS C^^SJp' Ja>b nipYlfb II03A JLaj^II J35 JlIp 




BUS jl ^03^ Li3)U>l J3S3J3JJI ^-9 >sz^ OjIjJI S <J y> JjjJ jja^tl JLoj^I ilb> ^3 

i=^j^ J3J jr^cso 3I c^lo)l3 JUs^ll jru Lo 



nv 




(JLpJI Jjj^JI oLuj- jUI ic'ji 5ibj o 





4J3L1J U 3^3 ci3j^-l uLu^ jl i3 cSSJij j] disss ^S*3JI Lo ^9^56 jl <^s>o 



2 -.5 



CmQjuJ\ (JjQ U^ll Jjy % j\jo\3 

.JjL. jJI Js~ iolSLol Ch!^^ ^! I*** ^! c| OL0J3JI ^J3i5 ^UJI cbul ^3 

jl J39 JdjJI ilLwj 4oic- j.^ 4Japt>o J3I 3A ttowXixluJ ^*3JI CJjO^L) JLoj^I djzJjZ" ^Joio 
f-Shjl 4oJ3tluU ^jJI JjjJb JUxi^JI ioJ3- AjJLo jL9 JlLL)3 ^>o L^lL^j IJlJ 



c3 j'3 (j-o A J3tl«4,l uLp- 4jU^J t^^So C^o,ULq IftjLtjSo jl (j-o jwJI 4_<US 4jU^- 

,jfo Lo 4$uJj nhni (J ^sxl; J5 Lfcl^l^-o I jib j^I 4JL*jJI J3S0 4JL*JI 

4_!L*j J5 <s tu*J3jj (3 J^**o Ulc>- Jj^1&3 3-kb ^J^j jl US .ioJ^JI ^jJLo ^3^li>-3 ^J^tluUJ 
<3-o Jiib 09 U 3^3 tJ-*uljJI (J ^Jls*1*«j kS^JI 03-*obJJ { jp-^is>J 0 \ (IP) CJju^l J3S3IJ3JJ jl3i£ 

io jl9 Ulc-3 <ioJ3- ^jJLo J5 oLuL-«J LaS3 OS3JI c^^iLo oL^jU-tl dlb J5 

^3^U»Jb tj-o^II JLnj^l ^-Jj <dLL) v-Q.v.All J^Loj (jMlj J-L-o-e> 3U^4>I Jjp~3jp- Jjjj 

jlud>\ ^ljj>jLwb ^3-Lb J-^l ^j^JLaJjl p|a U cljL-lpJI ^lai*L<J Jl3i^3 ^^^1 diipJ JlLo 
ias>V) JLoj^I iL^S https J3^3J3^I 4..ui,'o ^3 https://mail.google.com 
^Uszij 41© ^jSLe* ^oi^ajjl uLp- (J ioo3JI OljL^- Ub> 0^-3^3 <(https <3 s c9 y> 

jSJ cl^L^JI Jl £3J$U f Ai*^uXI jL*-U ^ jkJI 0^3 ^jb JSLio LoJ^-o ^"Sll JLoj^JI 

4LJI i| Jcjso 4jI j5ld pjb JSLio 4l*£> jl Jo9 M3I 1>3Jl> ^"Vl JU^II uyjo jl jAi) 

.oMtl j35Juo 3Ji> U5 uLr^l J dJi J*g*i«*o as il J^sa ^1 

JojJI JjLujj ^3l£>w3 il 4 t u^3^aiJLj JjIxIj U-*9 4^*£. ^Ai' J J T5?" ^-J>^ 



(^Lc- c Jj>3^ 45 j& jl ^-o 4-il U5 f ^J3tl**A_tl CjLoLoJLci)! t^'^ ^1 OliilftJ {J5j£- ij^jx-* 
qosxj CjLjL) (^Lc- J3-^acsJI CjL-035^ O^Lcui ISxxujq C003IS OB <j5JJI ^lAJLu jt^c- 



<$^l£>J\j iSixlil ^JLu>jUj3 (J OlOcxl*ai,L) ^Jj JI3 1^9 Olj^ill 

ft ft j 

p.net ojb >> caSLoI jl ^1 uj (3 vJo o ljLaj> pas dLo 



^J3j^° t>° ^3^ ,c 5 U^J^xS J^j^JS (J ^4^^ o^S^ 1 *- 0 t^U^^I aiic-3 ic^L-w ^g^Lo 




HTTPS JLoj^ 1 o^l Vjiill i^ji 4J QioxUL JLojIj ^ 5 il3Jb 



IS 



ioj^tiU,! j-o"Sll JL^II O^^^j j^ jl U5 cCc^udl 4jjj£ 

4^03^1 OilUaSill jl9 iJUl O^LoUdl OUL03 ^1 OUJ5 i.U^ ^ I4JJ0I3 03MP 

Jl t_j3^.UJI j-o 4Jlilil cbjl ^3j&Jy\ JjjJI 4jU^ ij oj-jLo -^LoijJI Obl^iJ^ ico^illj 

iillSo i>l j^d I^Lygjali ^iijzj *yJ^alJ 3I oLoj>JI Jl ^3i3JI 4Ji5>J ^3 Joiis Lft^l) ^^.ji-v-; 3 <iLo^ll 

J35 ^ JlSuJI t^^i*-^ U3-0-C-3 .https J353J3JJI cij^ [33.^4400 Mol5 iodiJI ^93-0 jLcco 

.J5L; jJI JL.j] 3I Sftl jB JlI£- LoT J3S0 jl dJiS J-oi^3 c^3J3JI J-J LaT JLaj^ll 

c^sl^b JLaj^tl JJs- qxoajJI LjlalmmlU iibzi-o JjL^j ^ti-oiXI >^=4 

4j^» Jboil 3I 4j d*^JI ^£bOi>! J3LP-0 jl Jio cJLoj^I \ jk> Ji U Uai^ jl I Jab jJis 

IjJ <4j JLoj^II Jl)jU lS*^' ^3-°-^ bjjblli 5X0 ^3^ Jl JLoj^I \}j$&1> ^3-t 

.149 j&i jUI Ju9 o^Ij JjL- J\ 5cl j3 



4JL.J J5 4-yxszj Jlo cOMwl jXI 4jjvu iilapJJ ibjj (J >^ ^Lcol ^szl> iJLcJI OJji. ^| 3 

(3 J-^iS (3 i>3 j^iXI ^ jJjOij OJjJI ^^alo J-co^J J^&s>6\ 4iL>Xo ^Jji^J U"J <PGP ^Ij3tl«jb 

.djUipiLo3 jj^aS^j^ Jid c jlSLo^ll jj^flj I93J3-0 





j^^II JLaj^II j^3j j^ j3>6Jyi jjjJI ioj^ ^jJLo jasu ^Ul> CjIaAJI JJij 



1A 



^3 .d^l Ji* edit 4iLJL> OLiLo J^jJ Ml Jl 4^5 jl L^J j^j ^1 ioLsJI 
Jjjjl JjjJI ioJip- ^oJJLo j^o U>jbj^3 J^-^ ^Ij3o*J ^^LoiJ jl 4Jb*JI oJjfc (J 



4iJb icojbl 4J J3S0 J£ u^WI ^ £33^ OUUI3 gJuilll 3 JjjJI flj^tluJ jIjT illjl 
£_3^3-U Ijjfc ^J^-U .4SLA)I j& L^JLolil cUjI JjL. ^Jl 4jLcs^ iccyjfcl ^33ij 3I (^Loj 



dLi^L*/lj-o ^3 ^LoJii^lwJ JoJj?- Jojj uL^ ^IflJ jl ( j5Lo^9 dbMuilj^ t_ *Slj-> IJlcI jl C*Jjl jl 
j-o jl jSXi -dJ5^ (^^Lj iilil^^l jo t <uLc dtU y> <L«jbl Jl dLU 3 iol^JI 

OLbLl^l I IjJ <dJJ5 

: iilol 

Jl (ji jxlJI JUl^l JJJil) dt)S3 cl^Jj^tlJ OJ^tl (^itl ^ CJ>iyi ^yfclilo Jio t J-*3 

:A J^i3 ^ ds*$ jiX\ JjL-^I ^j^I aIj^o^I ,j5U 3! ,L^)M^ j-o ^jU jl jSU ^1 4jIs jJI 
3I ^j^iiJI J^l>)l 3I iuoi^iJI iLLiiil Jjja ciLoT 0I3IS SjjJlpJI oj^JI ^3^ ^^Lj O 



■jLLszXI 4-03^oJI 4jCjLpU)I 



ji JJI jJu-l jU,l jo ^3 .^jjJjJI 3 joJl^JI ^Jjj-j j^ L° JjL^ jJI JiL3 Ms t jjj^?JI jjjJI 

. juSlj^ j^^ 

^ JjL. jl) i^M jJjL^ 5^3 ^>lij dJjS 3 c^jLo^JI CjULo (| ^^iLibJI ^3 iliJ O 

.dLLulj-o jo i^Lc- (3^jI oJ^JI" 3I " jLuJ^II 33^ : *'" 
Jl oLii^l jjJb ojJbw ^Lloj JjL*3 ^Ij^i«,I ol^ C......J J3^5J^!I JjjJI jyob jl Ja^M O 

t^l 4.^5^1 

j3SJ jl jSLff io^ll J3^aJI JUj^I 3 (ii^jjJI) ^ J5 AJI J^l >JI jls j3iS3^ll jjjJI Jio 



: jjjJI ioai- fjJi-03 03^UJI go U LftJLaiil *LjI ilU^il (^co a- 0 ^' JL^^I u' 

^JJI iaJiJI ^jJlo3 jl\ 4^Jl^JUuJ ^ JJI JjjJI ioOi- ^jJLa jrO U LftJLaljl cLljl l^ua^o M 




J3JJI jl (^xJa)l J-o 4jM <l$J ^j^oliJI ^jol3iLll 3 dl3lu>l j-o Oi^IiuJ ^jJI ^Jj^l ioJ3- 
iowXi- ^JlOq ^d*ol >LI J5 f lwXi*lJ jl Ja^M .^1 ji^fl O^U j-o J Lftli-Jj 3 l^jlSj jlji^ J ^LG 



: (J3jSJyi OJjvIL) J^l^l 4^>3-*ni^ S^bjJ ^5La3 

jao dLLii ^ill 3] cL^33i> ^^So A> ^ill JojJLj Olii jXI ^3 Jit Lo3^ jJlpJI ^13^ Icol O 
c>Lio jl J5llj| t^^-ij dliiS oUsj-o ^13 J,JiB .^uioliJI CjU.3^3XI OlS 3I t^s^^o 



1? 5 ^ 



^jLalU <OLp-wOjJI j^zj ^iJI JjLu»jJI3 OljjJ^tlll J] 4ul3l3 J-0^03 OwXct-o OLw3j\AJI 

.OL*j3ja-oJI CjLoa 3I JjjJI J^-^ 3I 
J3I503 d-J^^til ijs- JilAcJI" :A J-^aS 3 l33^3-U J3J Jio JjL^pdll 0)3^] ^>lj3tl*J O 
^l)l jjjJI io 43^^03 >>% dULiil ^sljj ^>o £l£ j] jS^r "CJ jG^I Js- 4j13 jJI 



Jl£H 3) J3J ^|j3-JLwl Jl ^ttoo Jjii dlflklo (J 3^3^3^l 4jIb jJI ^U- cLb3 clfrodgcla*j 



U^-olSj € OiJ^^ colSLu ^JskLuaa dJudjjJJ \S3^ 4^IJ^l*ul j5L$ ^ 4il U^Jjt i 
"c^cJI CjL^jojJI" ^-***3 .l^ii^^ 4S^52-o jSLs ^ jJuO^I 4jjL^o ^3^ j-° ^-^^ d.*JI jLLU 



Col5 LI OM*J j^D 4jUj?JI qjz jru5 jOS iUtj) (^llaJI ^llitb OloYllI <Ll23 ^ U&ImjIj j5ls 
. JLoi^l obs 4**Jn ColS U 3 cl$i>Ji*3 3 JjL* ^Jl Ji3 cUjI ioJ^JI f JlOo I&^Ij (Jdl ijj^JI 

dJI J^u jX\ jJzl jSLs )) dsuja Jl - L^iUis j-03 - i)L*j J5 joj J^ctij itinill 0 jj*> ^.. ; K7j 

j-o5o .^IiAjq 3jL^ J3^ ^5 j3-l 5 j-o ^Jj^aJI joJI J] 6 jr^iaj j£f M ^yxstU joJI jil <l$j<:l ^3 

Jl i^L>JI L yiio iUL«A^ CUJ5 3I 4jj^« ^oLoo J^Ld j^>3j ^ (^1 f JLoj^II 

.4LoT JLoil oUs ^3^3 



5 2Ji)^L3\ oltb Jj^sj ^ib5 jSJ : 9LU 



*r f «- 



.US>t Jj ^ j\ d^Ju3- 03^ \^J\ c Col <iLj y j\ 3^ OJx- ^o\^a (jjo 4*L& J^x^o 



■ K' : ui3 (^$1 jj^ L^JlOj 3I L^l)jio cbj\ 4^o3j 
SUB ioc^O Jl Jib U-LcJ <IaaJ^>JLuO Jl cLliMI i_lco J3 CJJb OlpTllI f»lj3cl* 



■LapJI J-o Jil jji 



iuojzlJI ^ lai*lJ L^S ^1 OULaiUI J .153$^ jr^J J3 i^ll*)! ^-IioXLj io^szlJI jls 

.1^13^9 43^0 jj^zj 3J (^1^ L^lw iibl (j uua.tl J3 L^lLwjl cUj] K5.7.b oU^o ilL^j jls 

s 

U5 t> ka3JI I jjb ^> JJ5t>I CJ jo^II J^l jUI cLjI iJ5^l Js. JbLapJI LuJUSl ^la3u^L) 



vr 



L^jli Cualill jJ^LM, LoJu-o jb yzj* <(oUJI 3I) ii^jjJL dJJ5 U 3^3 J^ljUl 



6^ 



.L^jli C^353J3jJI Uj3-jl**o (j 1 3 
IJJ 48^13^3X1 i n $J3AJI J-^IjaJI C^3^3J3jJ c-Ji-l i)J33 4jCsLcxa y o*?^ 

ClSLi <:Lio] S^bl ^3 oJjJ^- CbLxi> ^19 Jl i>L^ 03^ c-4315 C33JI J cJjJl^ ClSLi JLfi- 
(j^o UbJi^ L^io oJoJx- Cl^oo j\r-io(l n^Qioog auL^xi cop. nnnjj ^3^ jl U5 .cdjU-ll 
jj>jj J-c^szj ^LoL> 4jip-wLo J^-33 i-i^jjJI OLaIr> jy^^S - ^ti-*-*-i»cJ I CLpu5jJI3 

.(Off-the-record) OTR 




oj^iJI j-o L^oj^cLu^ t jU (VoIP j^aiio 3 Voice Over IP) CJ jij^II ys. lo^oi\ OlSiW,! 

Jl 03^iLp- Col5 jl 4AIS0 j3^ jSJ tLfljbb ^j3JdLco I3JI5 3) US ^slsdl J35- jJj^-l 
^aszj .IwX^- OJuilo L^Ixso I JlJSs 3 c^Julflj (wQjUs Jl i«J3^/lc- j^s Col5 jl 4Us 4AJ5cL> 3I cLJ3^iLc 

[r]Google Talk 3 [V]Gizmo 3 [\]Skype io^l 4jalpdl uUWuLw ^ 

.[o]MSN Messenger 3 [l]Yahoo Voice 3 

UjJ>Jl^33 5 jLoj?dl jr^i ii^jjJI 3 J3>SJ^I JjjJI j^ Lol Jjjj OLoJl3JI dJj kJ^lq 
^JskLvjz ^-0 4j^L?t4l ilL^- (3 I 3I <io3-»*a)l 4j^Lpl^I <S$z*$ jLa-xxszj 3-oj-i^3 olSj*) 
J3^ o-uoJ 4il9 cdLli (^U- 03^U- . J^cc^o 3I Colj i^Julflj ui)LiJ> Jl <Lskq ^j/o^Lp- 



^cJiJ3 U^OcJnS <UlS ^^^1 jjJjUUJ cl jvpJI ji^l> 4jL9 jJloXI ^jinl^o ^Ou^o jJI 

^3 <ulj3cl*ul jl jry^ c4jL5JL ^J3A)I J^ol >ll ^3-^1 SSilsttl ^-oL> Jl 

4J jl9 j^Oj ^3 OTR U> jB^ iuxsuJI J3^ ^ j&fy] JjL^3JI ^Io3-JL^I j^ Lol J6\ Jlsu IJo5> 



vr 



J! 

[ ^ ] http: / /skype.com 

[ V] http: / / gizmoproject.com 

[V] http://google.com/talk 

[t] http://voice.yahoo.com 

[0] http: / / get.live.com/ messenger 



vo 



jl US tOLoiLiill J^j Jfr*u3 Iftil ^1 <Js^l 4I&3JJ oJJbw 3Joj ^xl*)l ^lli-lb <L*^JI 
cllai^l 13M1J <L3 J^so ^JJI jLL^II ^-U (j^S Ijj* ^03 .4j55z^JI 4iJb Cx^aJ l^Sl^il 

^ iaptL a Jl)jJI • LojIj ULu^I *tii 3! I$3a3ls ^ I Jl£> ^1 

.PGP ^Uii) ^ilszJI ^LiiLb iu^i)l ijij J^t^ I^aIj^uI (Enigmail) J^=o| 




Jl J^j^ ^^agti jl <u5U l&i^c- i^So <LslS 3 Co jo% JLoJl 4jjJ ^ JS 
^4^1 J3- dJJS <uSU US <j3iSJyi S^jjj o\ys~ 14^3 ^Ll^ Sj^Lo I^jIS 3AJ J5L>j c>j>^T 
i^^hJI O^Lol ji\ jLoo 3^ 5 >^*o 4jjJ 3A jSLs US .3^ l&ULLJ 4j^U ^ ^ 13^ jJ 



.q\jLoSll J^uljSJI (J^^i^J c^gi. 4Lo 3sio jl J3^ <^5J3^ J-^Ijj 
> 6 MI i JuUiJI oli^^l Ol jUI 3 J^JI 3 O^l Ji* . JlpdiVI >l3w ^ Ji5i)l Jl^Luj 



jil jil (JtotJ J\ 3IJI jls /djj^JV (jb ji iu^suJI j^totJ UU-uaS .(^llsJI ^tLilb iu^szlll 
.d^p-Lo 4j3J*3 ^-llitl ^jru U Jajlj ^3^3 JL> J J| isLbl c'di?-^^ '^llJLai^' 



Vi 



ioLszJI CjLaSUJ3 OLs2-ob»Jl3 j^jIj^^ JUx-^ll oLa^^o jl US tCJ^o^l ^U- j3^iu-o 

jr^c- 3I L^-oJaJ3 Iq^.mJtJ iwc^Uo jr^c- L^jIjI^} cljj Lo biO^j SlAi £-U> 4£jLLo ioJajl ble^l 
U> j^s 3 Ifrd&ys 0L13I3 io3^uL?Jl3 ^LSLjJI IgojI^-o ^Ijixl^l JuJi>J 3] <l$3ljjbl ^ ^iisl^ 
phi J I (jaszaS cCJ Ju^ll ^31^0 jJI CJafc SUjJ J £3^ -l^xiszj ^1 jol jfc^ll 

I4L0 £jjj>l Jl Sliill ^LoIS I4JI SlAlll 03ILU ^sI^aU Cojo^ll 0^3^ 4j&\ <f&J*£ 
£j\s*Jij0 CjIjLu-o 3I Olslinj tU-wl 1^.*tls?-J cl^3^*JI ^jl^iLII ^350 \~o^±> <*l^3^ ^33 (J 

dilli 0LJLJ3J L^o52j L3I03J3 cL^Lo J^sl^ 3' OUiSJI dlt> ^53^j Lo JS Jl SlaJI ^1^3 ^jI^ 

^ol^JI 3I c(55lc4»l tLa^V 4j3*iJI 3I «L^suJI ^ Ij3-jl«,L i>ls ^1 j3bo <jSU jL^I vli^l <| 
^ JbJb 3-^3 <dJjJj ^3^L> 3^ (i^j^Sj-}) ^iiugll pcpLill 4?\sI)-Wj 3' dla^^l 

iibLij dUS JS 3 tdUl Ojjj^ VyJla c| V3-^ <^t^ i03ji.ll 4jIs jJb jjIl> 

^j^l^JI oJl>Jl& <L}$§&-Jo\ OlSLJi jL?jb J,oi,H I Jab J3L11J3 ciaki^o oLiiJ ^ i3^l3J i-Q-ky 

.dJa.fc,a^JI 4IWU3JI ^j^l3x?JJ ^L^aflj ^51 J3L0 L^xL C4JCLCW3JI 




* \ M **** ** ^ 



4jl3 jJI ^jU (j^JI <%*JI 3I «UJiPtl*aJ ^JJI CJ Jo% JUii^l ioJi^ PjJlo 49 jsu> 03^ J^JI O 



JLoj^I (J 4o JjptloAj ^ jJI ^jijl^JI JaiJI l3 > 52 ^ U5 cdlil^ic- ^.Lv-cio JLai'VI ioJ3- ^JJLo O 

. JLoj^II k*:JI Ijj* fJ^JLoJ CjS j] CJ >i% 

^03-0 3 

J 3 <^UJI ^Lo Jt^ 3 ^ i^La" JLoj^I icb iooiJI ^ jJLg J-o^> iL> jX\ ojji> 3 

JLoj^I ^> d> J^}\ Js. .CJ Ju>U io^a^ OlS^i 3I o^iidl OlS^i f j^jLoo J3JJI joxj 

^ju U clSL-i 3 jljij 3I ^-Jlsl (J 4lx^3JI Ji>lj-LI j-o ^j^c jn-c. JLoj^tl j_s J33 



^jj 45LaJJI iaJLy Jl 4^Jls*L«J ^JJI LJ^lcJI dJLujJ twJJo ^3 ^° JL*^^" ^J3j>° jOpJSj 

J-aS j-o 4J ^ja-oi^jl CJjO^II JI3I5U (*_9^szXI U3II0 U ^3-U ^3^L^- (J! dJlojj Ulb iodiJI ^jJLo 

t-JKll j >q-c4q j3JI ^jJLo jls c^sl Cojo^IL) JLaj^l J3S JLp- 3 .4JI <Lqj3JI ^jJLo 

o^lhU ^3^U»JI jl^lc- iiijliU, (^52^uj <L^j ^jLptla*i>l cj^L?- J.^o 4,^.^1 1 <tiy^>) ^| 

.^1 ^1 i^Jixll Col5 j] Lo jjij jl J^S ftb3^*JI i^lall Ob>jJ^ 

josj i| 3 .209.85.165.191 Ji^ <C6 ^\ ^3^ ^ ^ jj cblogspot.com Ji^ cOlsliii ^1 

i*Slj-0 ^ ^^3 cL>3^acoO 

3I jilj^yi eljj^I 4JLcw3 LiLccs-l 3 co*^>JI LiLol iU^-o Lo^lloll ^531^1 

jr^P JLlaC-l JjL^j (jijszj 03 3 tdUS ^ ^ ^Jl L^ixj jl ^ I tl^lLJ^-o 3I L^j JUiiMJ 4^p- 



ft ft 



ES ********* * 



jl ^ [V]^3^ y> 3 [^]OpenNet Initiative Jio L^>j^j l^" vijUo^l 

dUlJ "^3^1 o-o^l" tj*^ 1 OJ^zj L03 tyiLaJlj ^Ul^-^l ^5 3!^ I j-o U-I33I l^^o OJoJlC- ^3^ 
^S^llb (^^Iszj ^lll J3JJI jl (ta7 xxJ33 .03^x^1 ^3l^oJJ 8^wXo-q ^139 j^Li J3^ ^11^3 CJ3JJI 
^lajL^jJI ^013^1 (Jl ^jfcilij J3^ J3^ Lo CjUI >?"^l 0-0 CJ>3^I Jl 1 3-0 SUj ^3 

.i)l3 JJI3 i^t£>JI }$\s>3 LAS J] ObUj]3 Ol3^l f JlSj ^1 3 433 yz\>\ 

jLJ] J5 ^ joJI 3 [r] jLJ>ll ^3ibJ ^UJI jMs^l ^ \^ o^UI 4^l>? 0-0 

<w^^>ii 4-wjUil J3JJI ^JlC jl9 «Co\S iL-wj dA> l£Ifcti>\3 V^Hjs j\S3^3 cliu ) \» J 



CJjO^II ixSlj^ iuJjl^Q jLicx3l g-°3 t«lcoU5l OI3.U4JI jj-t 4j^L>J CJ.0I3J CJjO^II (^jU- 4->l9jJI 3 

.^3^;;.U 3 ^rdawUJI 3 ^ru^jdl l^-U-*^ 3 La>^J3ki) Cjy^A-tl :>A£ 3 U>j3L>J 013^1 O^lj 

33 cLlSjJI J-o^ «Li5 ^49 ^v-cL; CJju^ll ijls^JI 33^0 JjL^3 iJUSCLwl 4L0I3X JuS 

.L^j JUuMI i^S3 3 CJ >i>U h*«.jA J^io Lu5U dJi 



CJjGVI 



CD 



















:JUijI ioJi- ^jJlo js- Co jo^ll ^^ilo 3] i^jjUJ 3I JaxJI 3! Jjltl ^ Co Jo% J^alj U 6iU 
Jio t^-cctulyJI jo CbLJI jjjAl) ^JiixLuO Jo^S Cojo^ll jl3lC' iovAiJI ^JlLo ja^aio 

Co Jo^II jJsLo^ gjj^ oil 3 <la>lflio" 3 L^Lw y ^1 Jo^JI JjU j 3I L^ilki 4J3JI uU^j 

43Jl) ^1 jssx}\ dLsz33x> ^blLwl «LlS^ (^^T jl3l£ j^i J5 j|9 iil >S2^JI ^^Lj Joo j-o 

43 ^ - oL>3ls4,l dLLi 4J ^-Lo' j-o J53 - tu5U U> CULJI j^ 4jjJ ioj^JI jl ^1 c&shi* 

.C^LaJyi '<&jJ> S^-«-J t^JLol^ ^SvAj 4Lo J^ao' ^jJI jl3lsJI 



La j£s JjjJ ^jJI gjSsxil <U9 j£i jaccu 3 ^3^lio JUxi^l dLsz^^j jlS UU? <4jl&i)l ^ 

(jxJaj dJS J^olij c^jMLI Co Ju^I 3-Ji> ^Ij3^lJj 4JI i, dial I jjj^ 3^ 4i*S dxk 

.^iiolU ^3 ^jJu ^3 K*.*"3 ^laitlwb 3I ^iLalil Olh.«.«.o'i JjvXs^l) 3I <^*jxs>JI J3^*3 

.^Jlc^Ioa^I J3-jJ J3^ LJL5J3 J3^ll lj^L^I ^J3-jLaJ JLdl ^oJUI <J 493^3^! iJ3^woi) J3I5 45L<i 

cij^j dJLoSJI nhmi^ll ju^I^iJI ^ ^J-C bfcj^ OjUJ ObLJI OliiSJJ 4^3^4,1 OlSLi jjg 

L^il9 J3J ilL^ ^3 .J&$*Ja JSLio L^tal *Ua>] Jl cl^sJok 4j3^iJ tla>jju<xo 4^3^ 

4iLl)l dJ jlS j] to ilLoa ^ dccxJI dJs- jB^i h\3 ji\ ^:>UlJ 4I0T3 ico^^ff. iL^3 



JLojI ^3^3 3^*^' lwt ? t ^ tLo3^ (^5^3^ U5 .^1 ^1 ^3Uujl3 ^.K^.^^l ^013^1 ^Uz-ti-o (J 

Jl ^^J^JI jjj 0UJ53 4^Su-JI CjULJI Jio ioli*- oLiL) J^Lj J^s <HTTPS J 3^333^0 'l) -0 .^ 0 

.4iJlc^l OLoJ^JI ObLu^- 




^93-tl 43j-5z-o3 CJjo^Jb JLoj^JI ioJj> ^jJLg J3^ J3^o jb K'.<"3-)l ^3^l3JI 4jLli>3 J3IJ \S^3i 
j& HtbsKA IjLoa jl9 J3J 4SLi ^ILojI ^ Cj-o J5 ^| 4ils dJi 03MC. <4Jiii ^Dl 

IJji>3 <iak3wi ^3>j> 3K5.;j C3UJ] iSy*> J3J ^^'3^ 

J3CJ J3J0 US 4< 3' dlxS3>o3 db3-*uL?J ja^ai^l CJjo^l JI3-LC- 43 03IKU 

.4^1 Lbu ^jJI (552ottl JLaJMI ioJ3- ^jJLs 

4lSLi (3 ^^3 ^3^1^- JSJ (jSL^ V 4il iLaJI jtumJ 0 ^^$3 ^U- JlaIsz^I dj^j^i 4313^-^0 

JslAa <sSt )S JWLj3 tOSjhtl jLdl ^3 4j1u*uj ^jJI 3 dxb ^JJI ^3^UJI ^3^ ^ij^a j] 

JM> j-^ 1 Lo lt Js- gioj jl ^3 <^J3tI**-UJ 4a^3-«a^ JJiij C)Lo3i^o glilLaJ jl 4in-c^3 OJJic- 

^93-0 ^Ij^II ^3 ^5 j^Vl 4jLIjlc*i*J Jkjj-t)3 c^uljixLwl JJ^ ^3 J3J J-o^ <LL$ 

O^bjJ 3I 4j3^-wO CjLoJ^ J] iUllJ LI c ja^jS 4-olo3tlo;^ 1q^;*^> J3J JUc^ (j-o J-o^JI L^iSU" 



l^3l§Ua3 cl^oilj I^JLj^Llc^ (j-o J5 ftb^^JI ^51 ^| i>jJ^ 4j3^?dl gSl^il jl o 

JLojMI jiso ^lll Jlk^^II JjUj 3j^o pJ^ JaSpcj 4jI O 

.j^j jl db 4^1^0,1 0L0I jtsiN 6I9 




dLic (^i^LS 1^.6,03 3^^***^' J3LUJ3JI ^5J^*-L) L3^plo 4J3S ^3-0 iszJLixo Cij&S- j| 

aLlHJI ibis jJI ^jU ^ jij ^3 ^3^3-0 (>oT i=iiU9 j>9aLjJ ^^SU -3jU]I eUS 3j^ ^»L?oi 
j-o -dJj Sjjj* ^3 jjjj ^JJI ^531^1 t T Jir> ^| dip 4jU^II Jl 44^35 3j^ J3JJI Ij^j 

^_93j^o 03^b> tj- 0 ^" JLoj^lb ^3^ dbl9 4-oJ3tl**J ^^Jl iowXiJI ^jJio ^Jij 4^-3 

45 ^plJI 3I 4jIs jJI ^jU ^1 iu03^JI iftoJI jl .4SLJJI - U3i«w ^3 - 

tk-^tcJI ^^LoiJ i^3S" J^ptLI l-j3^L?JI dJi j3^ 4jI&JI ^3 laAiSq as cb^oJI ajI^I ^335 3 

cbbJ^o cUlai^JLwl ^j5U 0^3 C-A^totll illfl Jl 0j3Jj e9Uu 4sliai ^1 3I dj\$& jls 1^01^3 
OL^> <jO L03 j03^tc^o glJra.u'3 qS- ^j^jskjJ ^aJI ja^o Jl3t-144cL I jo Lo jSlfi <JLpt**JI (jl 2^3 

^j6U-*«-LI j^I (J3SXU0 4jIs jJI 33LC0 ^Jo3 ^J3^° c^apbpJ cLLxoj3JI LjuiS^i*aj 4jls jJI 



I I 



L^iLr> 8j3^ O3S03 l^LiuS'l J3S bzjj%* cLxl^VI ^>SU cllx^3 ^3 ^^SU^Uctl aUa*J3JI O 



OUaLJI l^xotptij l^jJllSo Lsa ^j^b L^33^-U^ij ^ ^ju U> j^ij (^jU- J^oJLszj SjuoS 




Ar 



Ojjj^f J-^3 OjO*xo j-o 4Jj?- J^52-> 4JM3- 0j3^o tlilSI ^^I^l JjJcrjj Sftl j3 5j03 4J J3S0 (5JJI 
OjwrSlI &Lka-w 3JI aIJl^Lo*! JJaj \1& j5J .Jb IS ^Lo ja-uwojl (J iSill JabzS IJJ <4%>3 J] 

.CJjuMI (^U- ^AjSl^j ioL> ci)l3jJI j$^6$ 4-J 34^X1 jJi3 j-° J-*^ 9 ' 

jjqUI jr^3 jjoSJI JLoSMI 6J3^ 6-° ^ OLoJlpJIj gSljjU j-o jruS JbJI 3^ UJio 
t>oSH JLojMI ^Io3cLJ J I 4^Ll)l Ajb IJJ cO^ll Kuu/g JL£iMI Ol£ Lao^O-o J3S0 03 

Lo bL>l . Jaciu^l 4s>*jLo ^13 OlP ^dLalU J jLJJ Jib* J J3S3J3JJI ^Opu*5 https Jliob 

j'M dJi>3 <j^MI JUjMI ^li^iwM K^ojl 1^o3-:l«o ^1 0406 jJ! oalmwJl jUj 

g-A? <4$3j*a oli^l 4^p- ij-o 5o-oi5w L3IS 80)3^ j3& U c^U- OblfrAJl dlb 

AQgd^-LI jjjlc- (^^U- Ja^^JI A5&I0JI jjo.0 L^jU-oj oblft.4zJI ipto (j-o J}ULi*uMI 

J-J<^ 6-° JpJ-U" (3 i^3j^-o <3li^MI cjU^I j-o ^pos^l opJI jU-o <J ^-^^ ol 
CJL03I5W J^lo 3I i*oLa*i> CjL>Luj>J CjUJS JL>^| ^^Uli J-*oAj 103^-3 .[0] q^L^j ^lo3ci*J 

dh.«,«i,JI dia^^JI ^j^I^pJI 4JL> (J 43 1 Ji^-^3 <1433jjOj (J ^33^3-° *Lioa>3 (j>l j& 
CJ>3MI JjJjJs j^ ill j»pJI vilszS^ 43 ^^o (^Lt OjOiiJI 4joJ 03$^ Ja^^Jl JiuLo jls 



.4l£Aj ^oll Kl^^JI jjS I&sJUoj ^1 g§l$il 49 _>*-o dUJ5 3 4-oOptI*a3 ^JJI O^leJJ ja-*aptt 
(J OePcJI (j^52J <-JK7.'i 03 l&lSJ t 4i^ j-oMI JLojMI ^-C-Oj 03JI -J0.j1.ut3 jlS jj Lo 43yzj* 



.41411 O^IUiiMI ^oj J^AJI lojb ^ 0IS3JLI ^U^^JI .»lk*5)l ^ >Vl ^IjSiTI 3JU>- 

4c0 3-0-S2Jl3 iol3JI tfllxuf^JI 

^-3)3)! 4-ol3JI clJaw3JI C-4.ltn,7.'i UOuJ tjoiti ^1 (3-o SfijIttJI O^Loj^I (J-Jb (-03-o^JI JaxxuoJI 



(JUj 03 4-003^1 cLkLw3JI jl xjzS IJJ cl^lJaxJ Ujo I juS i^Jb cJJaJI 



I^Ulqo S^Lt 0SI3JI J-oj?JI j] Ml 1^33^ 3I ioUJI 

^3^XJ (Jl LiJ>^jO-o ^ 4.co3^Xi 4iLoj ^1^" l^olo^lwl ^3^- jl 3I t^J>U C_9^bi> ^-o03- ^3 j^u-oS 
4jI Ml Kj-«o 3 J-cgutu g9b 43j^o j^oStl j-oi IJJ c^jbzXI ^3-o 45L-w Josta (J 3] LiagcJS 

jo y^Jls cVyM^uJI dJIJJ io03^szJI (j-o LL0I3 i*33J^-o j^5l ioUJI ^jC)l3iJI jl (j^ljRfil Uac>JI ^ 
Ll^j CjIS 4^p- jl U5" t^jL*JI (J ^5Mo-C OLiLo LjQJoS (Jl 4jjLpo CjLoJj> ^3^ OS ^JjJI {Js- 

.OL^xJJI JjJLSl) 30J gIIxu^ jjOj 03 4ic^3- 

Jio 4_^>"lXJLo OUJSo LJ3JI (J-C- Or?uJI Cj15 >p-wO (J C*cxJL) cLuaoxi-C- (O-Olos-- CsLcol A^-ff 



^3-oT K*.i«'3 ^lo3tlwl 5j3 j^JI OMLp- jr^c- (3 Lo I cjljJo-oMI Olf-3 ^30pJI (3t^' ll 

(3Jj^"MI SOff-Lw-o ^sl^ ^-ft^^J (3-°-° t^Iy-jo-to ^jJnj 3I Lp^gc^ Lol t4j (3^*3 43^50 (jtOPtw 4li-*2o 
^LIc jJ^zj jl3 .4j^Lo^- 4a-03^^ (^jU- JiLocJI 3 jLob K*.»'3 ^3^L?- 5jla| (Jx ixljilJI Cj jJUl 3 
03-Ij jl bfewilff- dLisz3 ^flh* ,»3 ^loi»tlwlj dljOc-Lo*^ l^.v.ui^j L^j 33^3-° 4-oJaLo 3I (jo3-Ji CjLpu| 

.A-*afiJI IJla 4jIoj (| £3j&X\ J3J Ji^ 4J5^4,I OlSLi jL^ jLic-MI J 



AO 



Juoix-o jl^ I S| Lo CI4I3I . kuuj Jo-utfj jLj3-I oi£ jLic-MI (3 Lti>o3-l ijyi^ ioL& illcul 0^-30 



5 0OjOj> OLpws p ^ccO.'J 9 1 OLcxa tJI Cilh. i| Ol tu-SJ OlOc^l L^JLoIj 4jI aI qJI t Js- 

.L^L> ^\ La^o-c- jl5 jl Lo <U^ilL)3 \ LioT j15 jl U <U^jLj3 

Jliol ^3)1 ^jL-al^ 4lptA^ £tI9 1^53^ 4>alo3tla;l uJto7,> M ^3)! (^U- ^3-° 3^ ^3^' K*.<»3 

K'.i'^l tSjUsi^MI JL*»j| jj Jn.vtfQ 4j?ci-«a)l (3 *w-4-u;LlLI JJIpJI (3 lj^i^^XI jL*^,! 

jL**-o JL?-^I 3I t^z-cJ^ JSLiu Jajl3jJI 52^13 (3^-^3 t4sz33>3 ^3*° Lt 155 L^" L^ij^2J3 i^dioJI 

^o.4uJ M (^l)l (35UMI (3-o L^-oloixlutl 4j\$ t ^l03tlu»MI SjxuJ L^jL LJ3JI glJo.u>3 j^^oJS 



Cci5 jI Luaj ^3-oT L^il U5 t <L-*oLLI oLetAjJb Ij^Iouq J3S0 M Uoic- 3I uLm ^> luo-Uj L^3 



(3 JajL*»3JI (J5 (jbj^2J M 03 (^3 J.Q.V.>0 J-XX52J )} ^313-LI (J^52J jl ^3)! ftlliw3 L.cO?J (jSJ 

jl M] ^jLalJI tLksj] ^.cllcuj Jac**»3 ^Io3-JLojI jl q>£- jib 4jI US .Olpt£ jJ3 3^^ j-o hxJuai] 
Jj^zj M (^^3 dUJ5 <lft.«Ja» j^o OjjJ Lsa Ij^*5 L^ic- K^.wHH j3^o Lo S^Lff- io03-o-5JI LJ3JI glK^.>3 

3 1 OjjJI CjUL-JoS JjLo ^3-1 &y^$>3j-> 3 1 oULJqj (jg I ^o (j*^J3 < OU>uLo ^o ^3-w 

.i^ototA 4a0j> (Jl SLaiiJ 4-JJ3AII 4jU4,I 

3I ^a«altl <3 Ja^tffrJI jl3-^ K*.o 3I ioL?- OLcxajj L,^a'J Lol oJJalj ^ji^MI cLku4;3JI ^l^l 

JJlo 14^303 cl^lox JJaa^j J^xniJ iL^.3 ^n*4> Lo c^b SbSlI jls iJUJI J <^LLnJI 

O^bj ^90^) 3I c4Ja£ 3I 4^ptr?- Lu«j Lo] I4L0 J5o JLxiMI i^U- OjOiJI ^Js- 01c- L5L5i3 plla^^JI 
LoOlf- 0juizJ3 c Ja^g^JI jl3lc 43 jsz-o L^j>3ll*u3 b30j ^ool^l Jo,«.o j-oMI oila3 j] .iJ^jpttl 

. J3JL* 0^ Jl ^^ko 

OLptioJI ^jpj£- <3 ^ > 3J I Kc4tf3 j-o Loloixl**il L-*52-ol j3^J 03 ^3-JI IJ^ jl ^-o 3 

J3S3J3JJ 3-^3 SOCKS Ji-o <cUa**>3JI j-o ^'33! dUoS Oc^3J .(^ZxJ^ ( j5 lc OOjiszXI 

Jj3^i) l^olo3^l j5^ ^1 (VPN) 'L^\ys)i\ iol3JI OlSL^iJI ol%xk5 3I clk^b joL^ 

.4SLc*i 3I L->3^yL?J CJjoMb JLojMI JS 

(jrux'SH jrb CUX4V3JI3 OrUo^l aliaw^l 
4^0-szlII ^£0j M ^JJI Jo«-«"3JI jl . j-oT K«-**'3 4ib SU^U CjMLojMI ^Oj 013 J5 uLflj 

jOiPtAj (3Jaj i)l3 jJI j35 JL> (3 J^ij jJ 4jI Ml cijl9 jJI jjo COjO^ pl^j) J3bo J IOxOa JJoj 
OMLojb L^j J^oli Lo C^Lt gSl^A Jl SUJJ ^u-oT jrb cUa*4>3 plOp&J Jl*^I jrb j^a .^Sjlotil 

j3$^ J^'MI c3 CJ15 iu.Lu^- ObLo kJl&Sj 4JL9JI cJofc J L/M <ojjJI ObL**^ Jio <iLo^o 



*4 «4 

ft a 



ju Lo JLojMI j-ol K*.*"3 ?^o 4jL3 L-J3JI cLkxu>3 4JU»- (J 43 1 4Jip-M-o (^i-*i3 .SUssz-o 

™* ** 44 

J=l^3JI Lo^k^^lJ chttps ^l0ixl*ub ljr ^o U4L0 J5 gdjQfllo (jrJLojl J] ioOpJI/gS^I 3 J-u^sJI 



At 



I ^35^ jsli- ^13- Your-Freedom 

^33^5 (3 ^3jJlo 3^3 cCojo^IIj JLoj^II cUjI .K«.*<*3J1 ft JigtiiuJ ^-oJcU Jo m£ t-J.K.7j U5 

.[\r]^3L^u 

JLxJ^I i^Jkij 3 t il 1^1503 ^3-0 Lft^zj iku^3 03 AJil^iJu hj^S ills J3j^ Peacefire 

qIxj <L§W\ J I ISjJip- 43 Lot I AJil^pJI .gtfeolU j3 jLlU Ji^ i3 https Jliol ^I^Jb jjaStl 




[ \ ] http://opennet.net 

[V] http:/ / www.rsf.org 

[V] http:/ /www. un.org/arabic/aboutun/humanr.htm 

[t] http:/ /www. torproject.org/ documentation.html.en 

[0] https: / / sesawe.net/Using-psiphon-2.html 

[1] https:/ /sesawe.net/Using-psiphon-2.html 

[V] http:/ / www.torproject.org/ docs/ tor-doc-relay.html.en 

[A] http:/ /www.torproject.org/ volunteer.html.en 

l^] https: / / sesawe.net/Using-psiphon-2.html 

[ \ * ] https: / / sesawe.net/ Anchor-Free-Hotspot-Shield.html 

[ ^ \ ] http:/ / www.hotspotshield.com 

[ \ X] http:/ / www.your-freedom.net/ index.php?id=3 

[ \ V] http: / / sesawe.net/Using-Your-Freedom.html 



AV 



J-Js ^cx^JI 4^3 t^lc*- 3I i> ju*3 4_>l3j 4x3 tjijAj M ^Uoi (J - L3-*4jLo- ^jJJ - 3I (j^^szJ CuS j] 

.iLiUJI 3I Jui^ll <bl3 jJI oll^3 c*^i J3£>jjj o^^' Oij^' oo^L^o eUSL^i Lao 



4^SwiJl3 i*j3**jL?JI dJ^j^ ^Ic- IjuS LS-<-£ M 3^3 <D] j 30,1*0 ^ldi*l*J JJ^ (J 4^3 j^-°3 

.CJjoMb ^51^ JLalil dbjJ jlS j] ioL> 

: J3J 45L<i ^ ^jfcLuj jl dU5^ U5 

Olio Jl ^oIj jl dUSLo^S 4jIs ^1 J3l^l) J3J flj^clJ Jl d^ij CJl £-b*3 M Cj5 jl o 

j 3]) 4SL-i (J OJJif- J} ^3^3 ^j^cJJI &j><y*\s>- (^U- J3J ^3^li- JaiJllj ^\£-3^v;U 
.[V]^3 jZX\ ijjU- J3J ^3jIj3 (J ^3 j%Lo 3A 3 <Jjj3-^U L^Ii J0I3 3 ju» JlC-L«j 



d*.^J diaj.o Liul dLlSLc^S iJ3^-oJJ 3I ^Uic- io3^A4l ijls^l j3Lp"jJ J3J ^ Jjklcuj Cd5 j] o 
J-0^-3 cL^J^ 5^bj3 4SLJJI ftl^l ^juu-co ^U- 5 JlC- LadoJU db^Lc- jvt J3J 4SLJu OLo9JlJ jj*€ 
Joi>^ . JJjJI I Jab J3J ^lai^I*ol J^a9 J i>3 LllwUS ^S^lJI <%>l3 ^ lj^ jwuj IJab 

OLSsjJ J^**j dlpuLoj Jobii CjLosjJ J^Mi^-I ^cccuj dLJ3^>wo 3^bJ ^U- ci^>i >>' 1^ j 
^1 Ol^3j%Loi) O^U)l ^ ^^"3 4^o^l j^o ^3kdl 3I ,[A]JUb ^-jcJI U>3^ dLSU U5 

.013^^1) o^J^"^" ^Ai^ 5 ^ s' 



jJ-oj tCJ ju^ll (^U- L^?c?Jl3 4jISjJI J3bo ^U- J^L*J dh* 4«'3 ^^13^3 OI3C5I dsuhi U-*^ 
IJJ cLojI iiLflJI Ol3^^l cLoApu iJ^o US <C*33)I Jl3l^ Ol3C>l SJjJlC- Olj^Lo3 OL^> 



.0 _/^b-0 l^GwVitl 



jb*us 4S j^o J] ^llco Vj3A.c*u ^ljjitL*w^ -^3^1 j>£- < i*oL> 4-L^ut3 ^13^ ^Uai Vj^^m 



Jjj^i ^ulj^^Lwl ^cLko .^T ^3^ Kccu 3 Sesawe Hotspot Shield 

tOb^lc-^ll ^ (w^-a*SLU \^SLlu3 ioj3JI iojJLo 3 ^L^OjJJ OJ3KU ^5 j^l .L^wOlj 3 [\ •JiA^-wQ^I 

ct^o-SiA JLxJl jjf. JJ£- ^aolL I J3I3J ^Ij ^ i^^i Oll9^ j^JiLuS IJJ 

Ml ,^uLdl Jl J^£5 y 1^31 3 Orw^-^l ^ lH3^ e9J^u l^il 45 

C6 >i% dJLxil J5 jl9 iuol >9l ioli^ 4S^i JuoIsj ^UiJI 3 .dUi ^> ^jJLlJI jIrIj 431 
.[ \ \]4S j%iJI ^33^ ij^U- OU3bzi,l <3-o Jl>3^ .ioJ^JI ^J^cl*aJ dbl ULb ^-^^133- jjX- 



hacker ^jxajJIj Ol5^JJl3 icw^j^Jb dsu&s- djljcs ^jjJ jILJo ^Jt "8j5^JI" j59>3to 

^3 ^ju j3t-o oj3j<JL) 13-4*^3 tOMSLi-ol) OjScLoo J3^ ^'-^i 
J] ilaJI J] ijysz^oj j-o J5 Juoib (jL*JI \1& (J 4jI ^1] <j33lil)l <Js* 

0103^0 fjs- ^MWI 3I I4JI ilaJI i^Mo 4jjJ ^uJ ^ UiS 3] ^c^J^ 
malware o^Lo i^tLo-o (j-c- ^Jii)l joszj L^s ^SLp£il ^ Ccj5 oLpwjjj oLcxo jj 

4-L^a£>l3 jlwbjJl3 OLy3jr^Ail J^*ij3 <£L3 J-^szj 3I 4.4.*,^ ^S^' ^UxJI 



c c c c & 



f 4jjLp6 iJb3^J Lol jil 3I tixLol Lol jil 3I t J3^oo)l 3^ dJS J] ^9ljJI 



Opensource 



1 A o^ tlA j 



ft ft 



ft ft 



spyware q&sxis j-° iji O^co C*-o^o OL^g^j t4ic*3JI uL^o^JI ^-0 iis oLcxo jj 

* 4_ 1 -11' M& Q 



jjQ jdzj 3I L^L«a-co jl 3I 4jUIj3s2*uI tw-^Llj Cj^skj L^LvXsu ^Uliill 

l^xU ^ jl 3I l^J ^35 as ^1 ^JUo 3I l^^p t^iJI iJMlb^] 

^3^0 Jo j%i ^3 tl j\J_o\ll ^iJ^tl Jl ^3^-jJI J3^ dl):>3 OL^wOjj 

JlB j 15 ^1 ^^toJI OlS Oj^i Ly^3zJ ^Jl Oil) 4lo^ 4jsu2j jCL1> J 

freeware L^J^iJu j3^i> )) ULc- ^4i5J cULm L^qIjcp-jl^L) L^3^ilo CjL^o jj oLcxo 

cL^-cic- 4jjSLoJI <u5-UI (33^> J-ol5o J^lailoo ^3l U5 Qjy^")\} 4jjJL,o-tl 

.1^3 JjJ^> i^l J3^ t^y^ U5 L^5oj3J o^Lc-L) j 3^^0-40-) 093 



firewall ^3^ (J^-*tJI ^^3^1)! OliLb ^ JS\ 3I Sj^>I3 ^3 lU-^ d-e?uojj jUJI jIj^ 

OUsjJ j$y* i3 ^5LpuI>3 L^ljrvJ 4SLJJI 3I 03-toLpJI ^Uil) ^3wXj?JI ^jb^ 



BIOS (Basic ^ <5^l cs^iJI o^UJI ^LL=i3 ^ oL^ojJI ^>o J^l d.o.iKH aQa3 

%% 44 T 44 X 

In P Ut/ JJ«5 3 1 SJl« OU5^o J^io 3 .uBlfcjM <>o Ji^l Ob^l E^^^y 1 

Output w " " ^L&l 

System) .^lisJI d)3L*»3 4^L^I ^iijlli^l ^-o iw*3l3^- 



encryption l^ia-wo j-o 1^35^1) 4-^oi jJI CjIjLJI ^Ls ioLobj oUL<us» ta3 

3I jvJI 4-oJS Jio 4^3!^ v- 4 Hal) Lo 3^3 dxlo^l Lftl^juo Jl lao jJ 



js-) ^y-UJI ^Lli-tLj iuxszj 3 <i>jliLj : <j^\3^ Ji 



)^aSJI 43lklJ *£\jx> Aa J3SJJ 



Supply 



I ULb L5UU3 1^*51 ^ciuis ^5 Jl 



Jiaalj Ifc J-alU jlftpJI Jl 4slkJI o|juo| Liar*J J3I3 j^Ul <>* J 1 ^ 

■ fSjib 4jjMI 4Slk)l ^5 JuoIxj haM 6JX <tLo£- 

steganogra- ^w>l^U <*3jxj ^ C-^pu ^^3^3 4iULc CU3-J3 OliLJI 4j3^i) iwcJL*»l Lsl j?yl3&a>l 



volume lS>^I 4uiilxLo LoL*asI 41^-b <^s~<^l«xj Qjy&o K«.«»3 ^ JiL?to 



jJUjctl LAI. U 5:>U .(files) OUUI 5 (directories) abVI Jio OliLJJ 
J jus j-o jk5l Jjuto JlS 3 c^ji^JI ix^s (J^- (partition) J 

'vilcxa" ^JisI^aJ Cu?t-col 4JaJjil ^Ij^JI jl Jas»-^l .^JajJI j^zj 



Jsl ^ 5 c^s J,^A?H Jaj JSJ "directory" Jjlilo5 



plausible sjJJill ^vXc- c_>5Ll> j<o ijs- (^L^il Silt) Lo cLc^l CjLjI 5j>A3 
deniability -^.^ ^ - ^ ^, 0 ^ UJ| ^^^3,4^3 0 Lj| J 15 ^^ 1 

server OIJ3SL0 oLLLaJ ^L^JLuiyb 4-Lc5zx> 4AJ03 ^5^3^ ^o^Ki.^ 13 J-o-szj J3SL0 ^j^l^- 



^9 jkll 3I d j^Lo 3 I b jlj JL£5^II jj^lyUI J^iJ js .MM 

4j3Ji> 3I COS3JI 3] cj-oltl ^.cJa'Jl 3I cJLoj^I ^35^ 3I cJLxi^l 



router (JLoj^I CjIj^>3) ^jjJI j>f ^jjJI CjlSs-c-i (J 4^pu5jj 3I dJn.i.ij j ua^o 



L03 DSL Jio) CJjo^lb iso jud\ OM-03JI 034^1 ^3 J^***- 0 •CJjo^'L) 

device iiJi3 L^s ^^3^3 aS^J* 3I iu3^oL> a^^laia ^ Ujp- J5^ij (^l^-) 3^4?" 

l^LoUa ^UoJI J tS^SlI 01)3$^! j! y| ,L)^Lo blip 03SL) jl ^> ^Ijj 
jjji^iJI iajLJ illol ^ .UiU blsc CJ15 3J US 0M3S3J3JJI oIjj 

.03JI Olj^ol53 CjlfftofLU i> j-voJI JajLJI (j-^3 <45L^i Ol9L!aj3 
sourcecode ^ ^oj4,l l^So ^13 U i^o>> ^iJ>> ^1 oUaisziJI P$aj?ia ^ jju-a4l 

3^ ci^oLoSlI i^3^JI L-aSUaj wL^J 03^bJI ^LJ j^sw ^^ao^oj <3 



LiveCD J3^> 0 ^piLo ^ jiJI ^Msb 4i^iJ jSU ^Unj d_i^ ^oj^ jo jS j^jS 

dUi3 c^3^»LpJI C>lJo..*.*.o-'>3 ObljLC-l 3 4ix£j 4^nlj Jl i?-b>JI 



Jfg-*o3 O^Ub yLo^ll 2-03JI Jl 0^55^1 cCi^o JSJUj 

physical <-+j r u*\$<xJ\ Jl ^^Lo ilii ^jjJ JLs^I 4^13 OliLJI ^j^ij U J5 OIjjJ^S 



threats 



^tc*JI jj?t3 jl ^>SU ^1 ijiUI djlj^ c MI J5 dJJ53 cjj>dl J^L.33 



wireless 4SLJi> ^ lSj^"^" 4^SL.JiJI 034^-^1 3 ^^ol^gJI JU£Jl <^S^Jj JL^il 



access 
point 



^J3tl**J ^ji^l Oj^-b ^LaLo J3S0 J3 3-^3 t4o5JLi»^ 4-Jjpus io3^Lp- ^ 

.CJjo^lb 3I ^ j^"' OlSwij JLoJl ^jIp&joS 



Media c3 e ^i> s ^ ^^^^-^3 4^$L^i 4Kmj J5 jjji 4^i ^3j^o ^Soofl jl^ic- 

Access Con- ^ ^ { JbJ & 9 cji ma ii 3 ol5^iJI OlslI^ .iih^l JLoj^II OlsL* $ 



trol address 



keylogger ^t-ubUJ ip-^J jljjt Obj-«b J t ^*uj j^jiu o^L^ ^3 £J>> Jputt* 

' ^ puSblo 

J] JctaJI dUi JLojl ^3 d^Jlioj ^lagJ ^3 j^JI OLi5 Jio JjL^ 
^>>ao jL 3I 45LiJI j& LI cOJai> uuuttgall obi (J f&&&> ^JJI joiuiJI 



digital (J ^^oa jJI g*§9£fl itiS3 aJl^Lou UlojilJ ibis ys* i^sj 4jL^3 Sal^w 
certificate ^ 3 ^ 3 ^l^l 3 ^ ^Jl jpb^JI aUisI ^ J 

^licLu/l J dUJ53 cixSgAI <%=JI ^ j^LoJI J^Ul L^libLkto3 I4JI0I <>o 



digital ^5^J v^MllI ^JLgtloJ ^^ilsJI ^liatb i^suJI ^Js- ixi^o *LiS3 g*8jStJI 
signature ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ 



.i)^JI JlpcSil 3 O^LJ >U 3 Jpb^ll Ou>jj ia&SJ 



proxy J^jgicaj .J^£ 



LLigo <8joj^ jblji-^ ^j^l^iJI 
.Co juNll ^53^0 Lli jJI j3bo J dJ j5 3 cOUxJaill 3 



^0 



resolution g^ki^J ^1 3I uiJLa J 4^30*^1 *l>*o <<Lo3 jJI oj^^JI J 4J3 o.;JI 4iL5JI ^la 

ioj^UI Oj5ljJI L^52-03 tb^^ls [$SLA <-+m>Im5$ OJ3-0JI 0^)^> ObjifbO 

.(J5UI ^sJI 5^ iu^S jJI j^oJI Sfi^pJ iJpttl .LftJbjiuJ 

data J,v..to JSLi J] l^jb^dJ ObLJI ^U- iJLobj ObLo*^> el 3^ 
compression ^ ^ ^ ^ ^ ^ ^ ^ ^ 

c K^.o-H (j-o jLc«a-oj J ^3 J -lSj^' OLojjl3io £L1o^1I L^li-uo 

jOS ^1 Jais J3^ ObLJI Jiib ^JJI ^3AiJI jrut Jai^JI 3^ 

Lo j J3 4jI y>\ pIIj] jJiij ^jJI ^5^iJI jaiuaJI yfc 3 ' h^i\ 



3ULJI 



JJ3-0 wXso ^^2-Q-LI JJJ2JI3 <Sjjj5 <L>jJj ^sxs>-J\ JaIBj cObLJ 

O3-0JI3 J3-0JI JojLa»3 K^o (J L O^Lc-3 tObLJI ^ilj^} (J 

dJlj^^ll3 ^l^cJI ^Js- 1^-3^3 3I bb^^ ^5X0 ^>5j ^33!) ^l)l 3jJ^AJl3 

deletion vs. ^sjJI Oliill ^UoJ ojbil 3^ oUUI Liap- jl9 c r ^l55Jb ^ziy /uid5»J) 
wl P in S as U uiio L^UAj j15 ^ill ^LuJ,! jb ^3 J^Ui^l <JaL> ^ 



jl3lt ^9Jl^- JjU 5^3 t ^3-1 ^iJ bb^ L^J^lil*ol jSL^3 0 ^Li 

K'.<"3JI <^U- ii^^ 0 ObL) j^a U ^S^^^^ j^-o-b 3-tJ> 5^41 .obSJl fjia 
jryoJ^J iLo'S'l iibjlaJI ^3 cl^S^ ^5^1 ObLo 4jb5 ^Joj >ll 

l^b>_/LJ j-a L° 0^=^-^ ^^5-°-^ o' ~ JU^-I JJ^-* 3' ~ jL-03 ObLJ 

.493^52-03 4s^Lo OLiiij ^Ij3tlwb 

swap file Oj5ljJI o^b^J J-^JiiII ^Joj d-oai^L«J o^L^I (swapping) "ibLkl" >_n i ^ 



ja^ OS^LI ibisJJ ^5MI 3 UajVI aJLail J ili^U i^Slill 

l^J J^*j ^1 (RAM) ^I^JI J ili^ll ic.uJjJI S^SljJI ^31^ 

** ^ •* ***** 

^3 ^Us ^5^3^ 3^ L ^33^ 5 j5IJJI j-o ^Jl^jUuj jl OliLJniU (jSL^ 
cookies ^a*niU ^3 ObLJI jds jj^jlJ ^sl^tl l^J^JLaJ 41^3 ^^S^SUI j^^SUI 

JU3I3 OljLli^ i5S Obb^lu.1 ^IJj|3 g9l>LI dUj flaixlJ J^aJ 
.^jbLai> ObL) bbj>l3 ^j^lco-flj JaOco dUi3 t^j^J^u^Jjl 



DISCLAIMER 



Software and documentation in this collection of "NGO in a 
Box - Security Edition" is provided "as is" and we exclude and 
expressly disclaim all express and implied warranties or conditions 
of any kind, either express or implied, including, but not limited 
to, the implied warranties of merchant-ability and fitness for 
a particular purpose so far as such disclaimer is permitted. In 
no event shall Front Line Tactical Technology Collective or 
any agent or representatives there-of be liable for any direct, 
indirect, incidental, special, exemplary, or consequential damages 
(including, but not limited to, procurement of substitute goods 
or services; loss of use, data, or profits; or business interruption), 
however caused under any theory of liability, arising in any way 
out of the use of or inability to make use of this software, even 
if advised of the possibility of such damage. Nothing in this 
disclaimer affects your statutory rights. 



